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Y4ebHo-MeToIuuecKoe mocoore mpeIHa3HaueHo JJisi KypCaHTOB 2 Kypca,
obyuaromuxcst o cnenuanbHoctd  40.05.01 — IIpaBoBoe obecreueHue
HallMOHAJIBHOW Oe30omacHOCTH, Npoduib 00pa3oBaTEIbHOM MPOrpamMMbl —
[IpenBapuTenbHOE CIIEICTBUE B OpraHax BHYTPEHHMX JIEJl 110 YTOJIOBHBIM JieJIaM
B OTHOUICHWH JIMI, COBEPUIMBIIMX TMPECTYIUIEHUS C HCIOJIb30BAHHEM
UH(OPMAITMOHHO-TEIICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH.

[enp mocoOusi — 00yYUTh KypCaHTOB aKTUBHOMY BIIAJIEHUIO AHTJIUHUCKUM
SI3BIKOM, a TaKKe C(hOPMUPOBATH CIIOCOOHOCTH U TOTOBHOCTH BECTH JUCKYCCHIO.

B nmocoOue BKJIFOUEHBI TEMBI:

[S—

. Ipenynpexnenue IT-npectyrenui.

2. Unentudukanus B paccnenoBanuu [T-nipectyrieHuii

3. PaccnenoBanue IT-nipectyrenni.

4. Ilonsitue u Bunbl [T-n0Kka3aTenbCTB.

5. IT-TexHonornu npu OCMOTPE MECTa IIPOUCILIECTBHUS.

6. Benenue nonpoca ¢ ucrnonp3zoBanreM [ T-TexHomoruid.

7. IT-TexHonoruu B 60pb0€ C HE3aKOHHBIM PACTIPOCTPAHECHHUEM HAPKOTHKOB.

8. IT-rexHomorum B npodrtakTHKe MPECTYIUICHUI cpenu
HECOBEPIICHHOJIETHUX.

9. Uctionp3zoBanue  IT-texHonoruit B  OoppOe €  MOPECTYIUICHUSMU

DKCTPEMUCTCKOU U TEPPOPUCTUYECKON HANPABICHHOCTH.

Jlekcuka B KaXJI0M TeMe  3akpervisiercss B Pa3HOOOpa3HbIX
KOMMYHHUKATHUBHBIX YIPAXKHEHUAX M HAXOAUT NPUMEHEHHE B JUCKYCCHSX.
[Ipennaraemple 3afaHUsl CTUMYJIUPYIOT HPOAYKTHBHYIO MOHOJOTHYECKYIO H
TUAJIOTUYECKYI0 peub, MOOYXKIalT chyliarened kK oOMeHy uHdopmaluei.
Kaxnpiil pazznen sBIAETCA JIOTUYECKUM MPOJOJKEHUEM CIIEIYIOLIEr0, HO MPHU
HEOOXOIMMOCTU MOKET OBITh UCIOJIB30BAH CAMOCTOSITENBHO.

[Ipu pabGoTe ¢ SI3BIKOBBIM MaTe€pUaioM OCHOBHOE€ BHHUMAaHUE YJESETCS
000raiieHno JIEKCHYECKOTO 3armaca 3a CHYeT M3yYeHUS TEPMUHOJIOTHYECKUX U
CONMYTCTBYIOIIMUX JICKCUUECKUX EIUHUI] OOIIEHAYyYHOTO M (PYHKIHMOHAIBHOTO

XapakTepa, HauOoJee 4YacTo NPUMEHSEMBbIX B O00JAaCTH pacclieqOBaHUSA MU



penoTBpanieHus npectymieHuid. [Ipu ocBoeHnr rpaMMaTUKH TPEITOIaraloTCs
MOBTOPEHUE, VYIIyOJIGHWe © CHUCTeMaTH3alus M3YYCHHBIX B  paMKax
00111e00pa30BaTEILHOTO CTaHAapTa CTPYKTYP B LESAX aKTUBU3AIMU HABBIKOB U
yMEHUI CTPYKTYPHO-CEMaHTHYECKOTO aHamm3a npoheCcCUOHATBHO
OPUEHTHPOBAHHOTO TEKCTA, a TAK)KE MCIIOIH30BAHUS IPAMMATHICCKUX SBICHUH

B WHOSI3BIYHON MPOPECCUOHAIBHON KOMMYHUKAIIHH.

MeToan4yecKkue peKOMEHAAUN

1o padore ¢ yueOHO-MeTOANYECKUM MOCOOHeM

Metonuueckre peKoMEHIAluu JJsi KypCcaHTOB 1o pabore ¢ ydeOHo-
METOJUYECKHM MOcoOUeM HaleleHbl Ha (OPMUPOBAHNUE YCTOWYMBBIX HABBIKOB
¥ YMEHHM 1O pa3HbIM acleKTaM O0yUYeHUs aHTJIMHCKOMY SI3BIKY, MO3BOJISIOIINX
pemiath y4eOHbIE 3a7aud, BBINOJHATH Pa3HOOOpa3HbIE 3aJaHMs, MPEOI0JIEBATh
HauOoJiee TPy JHbIE MOMEHTHI B OTJIEIBHBIX BUJIAX paOOThHI IO IAHHBIM TEMaM.

Bce paspmenbl MOEHTMYHBI NO CTPYKType. B KakIoM M3 HUX HMeeTCs
rpaMMaTUYeCKui MaTepuan (mpaBuia, YIPaKHEHUS), TEKCThI ISl YTEHUS 0
3as1BJICHHOM TE€ME M IOCIIETEKCTOBBIC YIIPAXXHEHHWsI, 3aJaHUs MO Pa3BUTHIO

HAaBBIKOB YCTHOﬁ U IIMCbMEHHOM KOMMYHHKAlIUH.

PABOTA HAJI MTPOU3HOIIEHUEM U TEXHUKOM UTEHUA

[Tpu paboTe Hax MPOU3ZHOIICHUEM U TEXHUKOW YTCHHSI ClIeAyeT oOpaTuTh
BHUMAaHNE HAa HECOOTBETCTBUE MEXKIY HAIIMCAHUEM U IPOU3HOUICHUEM CJIOB B
AHTJIMICKOM SI3bIKE. DTO pa3inuue 0ObACHAETCS TEM, YTO KOJUYECTBO 3BYKOB
3HAYUTENIbHO TpEBbHIIIAaeT 4ucio OykB: 26 OykB andaBuTa 0003HAYAIOT
44 3Byka, TOTOMY OJHAa M Ta e OyKBa B pa3HbIX MOJOXKEHHUSIX B CIOBaX
MOJKET YUTAThCS KaK HECKOIBKO Pa3HbIX 3BYKOB.

[Ipu moaroroBke (POHETUYECKOTO UTEHUS TEKCTa HEOOXOAMMO

HUCIIOJIB30BaTh CHGIIYIOHJI/Iﬁ AJITOPHUTM:



OCBOUTB IIPAaBUJIBHOE ITPOU3HOLIEHNE YUTAEMBIX CJIOB;

00paTUTh BHUMaHHE Ha YJIAPEHUE U CMBICIOBBIE N1AY3bl;

0o0paTUTh BHUMaHUE Ha MPABUIIbHYIO HHTOHALINIO;

BbIpa0OTaTh aBTOMATU3UPOBAHHBIE HABBIKM BOCIIPOM3BENCHUS U
yHOTPEOJICHHs] M3YUYEHHBIX HMHTOHAIMOHHBIX CTPYKTYD;

0TpaboOTaTh TEMIT YTCHUSI.

PABOTA C JIEKCUYECKHUM MATEPHUAJIOM
[Ipu cocTaBneHnr CIUCKA CIOB U CIOBOCOYETAHHM MO KAKOU-THOO Teme
(TekcTy), npu OPOPMIIEHUHU JIEKCHUECKOW KAPTOTEKM WM TETPaau-CIOBAPS
KypCaHTbl JOJKHBI BBIUCHIBATh M3 aHIJIO-PYCCKOTO CJIOBAPS JIEKCUYECKUE

CAMHUIIBI B UX UCXOJIHOU (popMe:

uUMeHa cyujecmeumenvhbvlie — B UIMEHUTEIBHOM NaJeKe €IUHCTBEHHOIO
yucaa (uenecooOpa3HO Takke yka3aTb (OpMy MHOXKECTBEHHOIO YHCIA,
Harpumep: shelf — shelves, man — men, text — texts;

2nazonvl — B UHPUHUTUBE (11e1€c000pa3Ho yKa3aTh U JAPYTHE OCHOBHBIC
¢dopmer rmarona — Past Simple u Past Participle, nanpumep: teach — taught —
taught, read — read — read u 1. 11.).

3ayuyuBaTh JEKCUKY HEOOXOAMMO C MOMOIIBIO JIBYCTOPOHHEIO MepeBoaa
(C aHTIMICKOTO SI3bIKa — Ha PYCCKHM, C PYCCKOTO SI3bIKa — HAa aHTJIMMCKUI) C
WCIIOJIb30BAaHUEM PAa3HBIX CIOCO00B OGOpMIICHUS JIEKCUKH (CIHCKA CIIOB,
TeTpau-CIOBaps, KAPTOTEKH ).

Jlnst 3akperuieHusl JIEKCHMKH 11eJ1ecO000pa3Ho HMCIHOJb30BaTh MPUMEPHI
yHoTpeOJieHusT CJIOB M CJIOBOCOYETAaHUN B TMPEUIOKEHUSAX, a TaKKe
CIIOBOOOpA30BaTENbHBIE W CEMAaHTHYECKHE CBSI3U 3ayYHMBAEMbBIX  CIIOB
(OZTHOKOpPEHHBIE CIOBA, CHHOHUMBI, aHTOHHUMBI ).

Jnst popmMupoBaHUs aKTMBHOIO W MAaCCUBHOTO CJIOBapsi HEOOXOIUMO
OCBOCGHHME Haubojiee TMPOAYKTUBHBIX CIOBOOOPA30BATEIbHBIX MOJENEH

AHTJIMACKOTO A3bIKA.



PABOTA CO CJIOBAPEM

Jns ycnenrHod paboThl cO clioBapeM HEOOXOAUMBI CIEAYIONIUE 3HAHUS U
YMCHHSL.

1. 3nanue anenutickozo angasuma.

CnoBa B cjoBape pacmoJIOKEHBI CTPOTO B ainpaBUTHOM TOPSIJIKE,
angaBUTHAs MTOCIEA0BATEILHOCTh YUUTHIBAETCSA U BHYTPHU CIIOBA.

2. Vmenue nocmasums cno6o 6 ucxoouyro gpopmy.

CrnoBa B ciioBape 1ar0Tcsl B UX UCXOIHOHU (opMme:

CYILIECTBUTEILHOE — B OOIIEM MaIeKe, SAMHCTBEHHOM YHCTIE: country;

IJIarojl — B HeoIpeaeneHHoi popme, T. €. B uHpuHUTHBE: send;

[pUJIaraTeIbHOE — B MOJIOKUTEIBHOM cTeneHu: good;

Hape4ue — B MOJIOKUTEIBHOM CTeneHu cTeneHu: well.

Crenyetr NHOMHHUTS:

Y B KOHIIE CJIOBa U C MPEAIIECTBYIOLIECH COTJIACHOM MEHSIETCS Ha i Ipu
00pa3oBaHHH:

MHOECTBEHHOTO YHCJIa UMEH CYIIECTBUTEIBbHBIX: City — cities;

CTEINIEHEN CpaBHEHMSI PUJIAraTelIbHbIX U HApeuuid: easy — easier;

3-ro yimma eawHCTBEHHOro umcia B Present Simple: study — studies, a
Takke npu oopazoBanuu Past Simple u Past Participle.

B oaHOCTIOXKHBIX MpUIaraTelbHbIX U IJIarojiax ¢ KpaTKUMHU TJIACHBIMU TTPU
00pa3oBaHUM Pa3IMYHBIX (HOPM KOHEUHAsl COTJIACHAS YJIBaUBACTCS:

big — bigger —biggest; to stop — stopped;

CJIOBA, OKaHYMBAIOLIMECS Ha -ing, oOpa3oBaHHBIE OT IJIAr0JIOB, CIIEAYET
UCKaTh B CJOBape, oTOPOCUB OKOHYAHHE -ing:

discovering — ing = discover; reading — ing =read;

TUTSL HETPaBWIIBHBIX T1arosioB opmer Past Simple u Past Participle marotcs
B CJIOBapsIX B KPYTJbIX ckoOkax: take v (took; taken).

3. 3Hanue npasun cn06006pazoeanus.

MHorue HOBbIE CJIOBa MOTYT ObITh 00pa30BaHbI C MOMOIUIBIO MPE(UKCOB
U cyp(UKCOB, 3HAHWE KOTOPHIX 3HAYUTEIHHO OOJIETYAET CAMOCTOATEIBHYIO

paboTy HaJl TEKCTOM C UCIIOJIb30BAHUEM CIIOBApSL.
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4. Ymenue nonumamo pasnuunvie 0603HaueHUs npu cloeax & closape.

CrnenyeT MOMHHUTH, YTO KaXXJ0€ CJIOBO (B TOM YHCJE U CIOKHOE CJIOBO,
KOTOPOE MHILIETCS uyepe3 Aeduc UIN pa3esibHO) CO BCEM OTHOCAIIUMCS K HEMY
MaTepHraioM 00pa3yeT CaMOCTOATENbHYIO CJIOBAPHYIO CTAThIO.

[Ipn cnoBax WHOCTPAHHOTO TIPOUCXOXKIEHUS, COXPAHHUBIINX CBOE
HaMCaHWe U MHOTJIAa MPOUCXOXKACHUE, JaeTCi yKa3aHHe Ha MPOHCXOXKICHHUE
cioBa. Hanpumep: vice versa (nam.) — naobopom, Hanpomus.

5. Vmenue eviopamo 6 cnosape nysicHoe 015 0aHHO20 KOHMEKCMA 3HA4eHUe
cnosa.

CnemyeT TOMHHTB, 4YTO TIOMCKYy CJOBa B  CJOBape JOJDKEH
NPEIIIeCTBOBATh  aHANU3 MpeAoKeHUsA. UToOBl yMeTh aHAIM3HPOBATh
PeIoKEeHNE, HEOOXOANUMO 3HATh:

a) CTPYKTYpY IPEUIOKEHHS B AaHTJIMHCKOM SI3BIKE;

0) popmanbHbIE IPU3HAKU PA3IUYHBIX YaCTEH peun.

CrapaiiTech uz0eraTh CJIeIyIOIUX OUIMOOK.

KypcaHTbl WMHOT/Ia BBIMUCHIBAIOT W3 CIIOBapsl 3HAYCHHsS CIIOB, JaKe HE
IpOYuTaB [0 KOHIA TMpemyiokeHue. Takas pabora YacTo OKa3bIBACTCS
0e3pe3yIbTaTHOM, IOCKOJIbKY BBIMHMCHIBAETCS, KaK IMPaBUJIO, JIUIIb IEPBOE
3HAYCHHE CII0Ba, KOTOPOE MOKET HE COOTBETCTBOBATH 3HAUCHHUIO CJIOBA B
JTAaHHOM KOHTEKCTE.

Hekoropbie KypcaHThl CHavasla BHIITMCHIBAIOT 3HAYEHUS BCEX CIIOB, a 3aTEM
OBITAIOTCA  UX COCAMHUTH. [Ipu OTCYTCTBUM MpeABapUTENBHOIO aHalIu3a
NPEIOKEHHS HE MTOJIYIUTCS TPABUIIBHOTO MEPEBO/IA.

MHorue cioBa SBISIOTCS MHOTO3HAYHBIMH, T. €. HMEIOT HECKOJBKO
3HAYCHHI, MO3TOMY IPU TIOWCKE 3HAYCHHUS CJOBa B CIIOBape HEOOXOIUMO
YUTATh BCIO CJIOBApHYIO CTaThi0 M BBIOMpATh JIsi TIEpPEeBOJia TO 3HAYCHHE,
KOTOPOE MOJIXOJAUT B KOHTEKCT MPEIOKEHHUS (TEKCTA).

CpaBHUTE IPEIIIOKEHHUS:

a) Red Square is one of the biggest squares in Europe.

b) You must bring this number to a square.
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¢) If you want to get to this supermarket you must pass two squares.

d) He broke squares.

N3yyeHne Bcel CIIOBAPHOM CTAaTbu O CYLIECTBUTEIBHOM «square» U
COMOCTABJICHUE JIaHHBIX CJIOBapsi C TEPEBOJMMBIMU  MPEIJIOKEHUAMHU
MOKAa3bIBAIOT, YTO B TMPEIJIOKEHUU a) CYIIECTBUTENbHOE «Square» HMeeT
3HaueHue «mromanb» («KpacHas miomank — OJHA M3 CaMbIX OOJIBIIUX
wiomane B EBpome»), B mnpemioxkeHuun b) — «xBaapat» («Bbl 10MKHBI
BO3BECTU 3TO YHKCIIO B KBAJApaT»), B MPEIOKeHUU ¢) — «kBapTan» («Ecau B
XOTUTE pAo0paTbcsi A0 3TOro cymnepMmapkera, Bam HyxHO TpolTH [ABa
KBapTaia»); B npeajoxkenuu d) ynorpebmnsiercst BeipaxkeHue «brake squares» —
«HApyWaTh YCTAHOBJCHHBIM TOpsiAok» («OH HapymMJI YCTaHOBJICHHBIM
TOPSITIOK ).

[Ipn mowcke B cioBape 3HAYEHUs CIOBA B PsANE CIy4yaeB HEOOXOIUMO
MPUHUMATh BO BHUMaHHUE TPAMMATUYECKYI0 (DYHKIIMIO CJIOBA B MPEIJIOKCHUH,
TaK KaK HEKOTOPHIE CJI0OBA BBIMOJHAIOT Pa3IMUHbIE FpaMMaTHUeCKue PYyHKIUHN U
B 3aBUCUMOCTH OT ATOTO MEPEBOJSATCS MO-Pa3HOMY.

CpaBHure:

a) The work is done = PaGora cmemana (work BbIONHSAET (GYHKIIUIO
MOJJICKAIIETO);

0) They work in a big company = Onu paGoTaroT B OOJBIION KOMIaHUU
(work — BBITIOJIHAET (PYHKIUIO CKa3yeMoro).

[Ipu nepeBoe Tekcra ¢ nomoubto cioapss [IOMHUTE:

[lepeBo TekcTa He SIBISIETCS MEPEBOAOM BCEX CIOB B MPEMAJIOKEHUH
nonapsa. Heo0xo1nMo NOHSTH CMBICT JAHHOTO MPEIOAKEHUS.

[Touckam cnoBa B ciOBape JOJKHO TPEIIIECTBOBATH OINPEICICHHUE €ro
rpaMMaTHYeCKO (PYHKIIUU B IPEATIOKECHHH.

He cnenyer Opath 13 cioBapsi epBoe 3HAYCHHE CIIOBA, HE MPOYUTAB BCIO

CJIOBAPHYIO CTATBIO.



Ecou B cioBape HET 3HAYCHHS CJIOBA, COOTBETCTBYIOIIETO KOHTEKCTY,
ciemyeT BbIOpaTh Hawmbonee OMU3KUN CHHOHUM WM HCXOAS W3 OOIIero
CoJIep>KaHUsl caMOMy To100paTh HauboJiee MOAXOASIIEe 3HAUCHHE.

Ecnu B crmoBape HET HY)KHOTO CJIOBa, €r0 3HAYECHUE MOXKHO YCTAHOBHTH 10
CTPOEBBIM AJICMEHTAM Ha OCHOBE IIPaBUJI AaHTJIUHCKOTO CJIOBOOOPAa30BaHUS.

[Ipn mepeBoJie TEKCTOB IO CHEHHAIBHOCTH CTapaMTeCh 3allOMHUHATH
BCTPEYAIONINECS B HUX TEPMHUHBI, YTO BIIOCJICACTBHUH 3HAYUTEIHLHO OOJICTYHT

paboTy Haja npodhecCUOHAILHO OPUEHTUPOBAHHBIM TEKCTOM.

PABOTA CTPAMMATHUYECKUM MATEPUAJIOM

[Ipu pabore Cc TpaMMaTHUYECKUMHU YIPAKHECHUSMU KYpPCAHTHI JTOJKHBI
BHUMATEJIBHO H3Yy4YUTh MPAaBWIO MO KOHKpeTHOW Tteme. llpm wu3yuennn
OMPENICNICHHBIX TPAMMATUYECKUX SIBJICHUN aHTJIMMCKOrO S3bIKa HEOO0XOJIUMO
UCIIOJIb30BaTh CXEMBbI, TAOIHUIIBI U3 CIIPABOYHUKOB 10 TPaMMaTHKE U COCTaBIIATh
COOCTBEHHbBIE KOHCIIEKThl K KOHKPETHOMY MaTepHuaily, TIIATEIbHO BBHITOJIHATH
YCTHBIE W MUCbMEHHbBIE YIIPAKHEHUSI U TOTOBUTh UX K KOHTPOJIIO 0€3 Omopsl Ha
NUCbMEHHBIM  BapuaHT,  4YTOOBl ~ OOECHEYUTh  MPOYHOE  YCBOCHHE
rpaMMaTHYECKOTO MaTepuarna.

Hampumep:

3aganue: 3anuIIuTe TPEIoKEHUE, TEPEBEAUTE €ro W ONpeAcIuTe
MOPSAZIOK CJIOB B MPEIJIOKECHUHU.

Is he going to the University now? = OH ceiyac uaétT B yHUBEpCUTET?

IIpounTaiiTe ¥ 3aNUIINATE TPEIIOKEHUE.

IIpounTaiite mpaBuino no teme «[lopsanok c10B B IPeAI0KEHUN

Crenyer OTMETHTh, YTO AHTJIMMUCKUM A3BIK — 3TO A3BIK TBEPJIOrO IMOPSIKA
CJIOB B MPEIJIOKEHUU, T. €. KaXKIbI YJICH MPEIJIOKEHHUS HMEET CBOE
OINPENIETIEHHOE MECTO.

ITopsAnok ci10B B BOIPOCUTEIBHOM IPEIIIOKEHUN OTINYACTCS OT IMOPSAIKa
CJIOB B MOBECTBOBATEIBHOM MPEIIOKECHUU. ITO OTIIMYUE 3AKIIOYAETCS B TOM,
YTO TJIArOJI-CBSI3KA, BCIIOMOTATEIIbHBIA WJIA MOJAIBHBIA TJ1aroj, BXOIAIIUN B
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COCTaB CKa3yeMoro, CTaBATCA B Hadayle MPEJIOKEHUS TMepel MOIJICKAIIM.
Ckazyemoe, TakuM OOpa3oM, pacwieHSeTCs Ha JIB€ 4YacTH, OTJIEseMble
IO IJTIEKATIIAM.

Korma B cocraBe cka3yeMoOro MOBECTBOBATCIBHOTO NPEIJIOKCHHUS HET
BCIIOMOTATENLHOTO TJjarojia, T. €. KOTJa CKa3yeMO€ BBIPAKEHO TJIarojioM B
Present Indefinite u Past Indefinite, To mepex mnommexamMM CTaBITCS
cootrBeTcTBeHHO (hopmbl do/does win did, cMBICTIOBBIE K€ TJIarojbl CTaBSITCS B
dbopme wuHuHUTHBA (0e3 wyacTtuipl to) mocie mnoanexamiero. I[lopsmok
OCTAJIbHBIX ~ YJEHOB TMPEMJIOKEHHUS OCTaeTcs TakKhuM ke, Kak U B
MTOBECTBOBATEIILHOM TP IJIOKCHUM.

CocTaBisiiTe OMOPHYIO TAOJIUITY, CXEMY TI0 MTPABUITY.

Jenaiite ynpakHeHHE COTJIACHO MIPaBUITY.

PABOTA C TEKCTOM

[IpaBuiabHOE TOHUMAHHWE M  OCMBICIIEHME IPOYUTAHHOTO  TEKCTa,
U3BJICUCHUE HMH(POpMAIMHU, NEPEeBOJ TeKcTa O0a3upyrOTCsl Ha HaBBIKAax II0
aHaM3y MHOS3BIYHOTO TEKCTa, YMEHHAX M3BJICKaTh COAEPKATEIbHYIO
uH(popmanuio u3 ¢popm s3bika. [Ipu pabore ¢ TEKCTOM Ha aHTIIMHACKOM SI3bIKE
KypCaHThl JOJIKHBI PYKOBOJCTBOBATHCS CIEAYIOIIMMU OOIIMMHU MOJIOXKEHUSIMHU:
OpOYMTalWTE TEKCT, OOpaTUTE BHMMAHHE HA €ro 3aroJioBOK, IOCTApanTeCh
MOHSATBH, O YeEM COOOIIAET TEKCT.

3areM mnpuctynaiite Kk paboTe Ha YpOBHE OTACJBHBIX MPEIIOKEHUH.
[Tpounraiite mnpemIoKeHHe, OmpenenuTe ero rpaHunbl. I[Ipoananusupyiite
IPEIIOKEHHE CHUHTAKCUYECKU: OIPENENIUTE, IPOCTOE 3TO IMPEAIOKEHUE HWIH
CIIO)KHO€  (CJIO)KHOCOYMHEHHOE WJIM CIIOKHOMOJYMHEHHOE), €CTb JHU B
NPEIOKEHUH YCIOKHEHHBIE CHUHTAKCHUYECKHWE KOHCTPYKIHMH (MH()DUHUTHBHBIC
TpyNIbl, THOUHATUBHBIE 00OPOTHI, MPUIACTHBIE 0OOPOTHI).

IIpeomexcmosyiii sman

IMPOYTUTC 3aroJIOBOK U CKaKHUTC, O YCM (O KOM) 6y,ZIeT HATH PCYb B TCKCTC,
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O3HAKOMBTECh C HOBBIMH CJIOBAMH M CJIOBOCOYETAHHSIMHU (€CIIH TaKOBBIC
JaHBI K TEKCTY C TMEPEBOJIOM); HE YHUTAsl TEKCT, CKAKUTE, O YeM MOXKET UATH B
HEM peyb;

MPOYUTANTE W BBIUIIUTE CJIOBA, OOO3Hayaromue... (JaeTcs PYCCKHM
HKBUBAJIEHT);

BBIOEPUTE U3 TEKCTa CJIOBA, OTHOCAIIUECS K U3y4aeMOU TeMe;

HalJIUTE B TEKCTE HE3HAKOMBIE CJIOBA.

Texcmosvblu oman

MIPOUYTHUTE TEKCT;

BBIICIUTE CJIOBA (CIIOBOCOYETAHMSI WM TIPEIJIOKEHHUS), KOTOPBIE HECyT
BAXHYIO (KJIIOYEBYIO HH(OPMALIUIO);

BEITIUIIINTE WM TOMYEPKHUTE OCHOBHBIE MMEHA (TEPMHUHBI, OTIPE/ICIICHUS,
0003HaueHUs);

3aMEHHTE CYIIECTBUTEIILHOE MECTOUMEHHEM T10 00pasILy;

chopMyIHpPYHTE KIIFOYEBYIO MBICITH Ka)KI0T0 ad3aria;

OTMETHTE CJIOBO (CIIOBOCOYETAaHHUE), KOTOpPOE JydIlle BCEro IMepeaacT
coJiep>KaHHe TeKCTa (YaCTU TEKCTa).

Ilocnemekcmoswiu sman

DTOT J3Tal  OPUEHTUPOBAH HAa BBISIBJICHHWE OCHOBHBIX DJIEMEHTOB
conepkaHus TekcTa. [IpuMepHbIe 3a1anus 119 TaHHOTO dTarna:

03arjiaBbTe TEKCT;

MIPOUYTHUTE BCIIYX MPEUIOKEHHUS, KOTOPHIC MOSCHAIOT Ha3BaHNUE TEKCTA,;

HAWUTE B TEKCTE MPEJIOKESHUS JJIS OTIUCAHMUS. . .}

MOATBEPIUTE (OMPOBEPTHUTE) CIIOBAMU U3 TEKCTA CICAYIONIYIO MBICIb. . .;

OTBETHTE HA BOIIPOC;

COCTaBbTE IJIaH TEKCTA,

BBITTUIIINTE KIIFOUEBBIC CII0BA, HEOOXOAMMBIC JJIs MepecKas3a TEKCTa;

NepecKakUTe TEKCT, ONMUPAsCh Ha IJIaH;

MECPCCKAKUTEC TCKCT, OIMHUPAACH HAa KIIFOYCBBIC CJIOBA.
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PABOTA HAJI YCTHOM PEYBIO

PaboTy mo moAroToBKe YCTHOTO MOHOJIOTMYECKOTO BBICKA3bIBAHUS IIO
OTIPENICTICHHOW TeMe CIeAyeT HadaTh C M3YyYEeHHUS TEMaTUYECKUX TEKCTOB-
oOpasnoB. B mepByo odepenr HEOOXOIUMO BBIMOTHUTH (OHETHUECKUE H
JICKCUYECKHE W JICKCUKO-TPAMMATHYECKUE YMPAXKHEHUS IO HM3y4aeMOW TeMe,
YCBOUTH COOTBETCTBYIOIIMK JICKCHYCCKUH MaTepual, MPOYUTATh M TEPEBECTH
TEKCThI-00pa3Iibl, BHITOJIHUTh PEUEBBIC YIPAXKHEHUS IO TeMe. 3aTEM Ha OCHOBE
M3YYEHHBIX TEKCTOB HYXHO TOJITOTOBHUTH CBS3HOE HW3JIOKCHHE, BKIIFOYAIOIICE
HamOoJiee BaXKHYI0 W WHTEpecHyro uH(popmarmio. [lpum sToM HeoOXxoaumo
POM3BECTH O00pabOTKy MaTepwayiia I YCTHOTO H3JIOKEHUS C YYETOM
VHIMBUYabHBIX BO3MOKHOCTEH U MPEINOYTEHUN KypCcaHTa, a UMEHHO:

3aMEHUTh TPYAHbIE JUJIS 3allOMUHAHUS W BOCIPOU3BEIEHUS CJIOBa
W3BECTHBIMH JIEKCHUCCKIUMU CIHHUIIAMU:

All people are proud of their magnificent capital — All people are proud of
their great capital;

COKPATUTh MPOTSHKEHHOCTD MPEI0KESHHIA:

Culture is a term used by social scientists for a people’s whole way of life —
Culture 1s a term used for the whole people’s way of life;

YOPOCTUTH TPAMMATHYECKYIO (CHHTAKCHUYECKYI0) CTPYKTYPY TIPEITI0KCHHIA:

I felt I was being watched — I felt somebody was watching me;

MPOU3BECTH  CMBICJIOBYIO  (COAEpIKATEIbHYI0) KOMIIPECCHIO TEKCTa:
COKpaTUTh 00BEM TEKCTa JO0 ONTUMaJbHOrO YypoBHS (HEe MeHee 12-15
IPEATIOKEHHUI).

O6paboTaHHBIM JII YCTHOTO HM3JIOKEHHUS TEKCT HEOOXOJMMO 3aIucaTh B
pabouyro TeTpajib, MPOYUTATh HECKOIBKO pa3 BCIYyX, 3alIOMHUHAsS JIOTHYECKYIO
MIOCJICIOBATEIFHOCTD OCBEIIEHHUS TEMBI, M TIePECKa3aTh.

[Ipy moaroTroBKEe Tmepeckaza TEKCTa PEKOMEHIYEM BOCIOIb30BATHCS
MTAMSITKOM:

[Tocne mpouTeHus TekcTa pa30enTe ero Ha CMBICIIOBBIE YaCTH.
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B xaxmoit yacTu HaiimuTe mpeioKeHrue (MX MOXET ObITh HECKOJIBKO), B
KOTOPOM 3aKJIIOYE€H OCHOBHOM CMBICI 3TOM YacTH TEKCTa. BrImummre >Th
MPEIJIOKEHUS.

[ToguepKHUTE B ATUX MPEAJTIOKEHUAX KIIFOUEBBIE CJIOBA.

CocraBbTe IUIaH MEepecKasa.

Onupasch Ha IJIaH, TEPECKAKUTE TEKCT,

Omnupasch Ha KIIOUYEBBIE CIIOBA, PACCKAKUTE TEKCT.

[Ipu nepeckasze TekcTa peKOMEHAYETCS UCII0JIb30BaTh PEUYEBhIC KITUIIIE:

This text is about...

The first part of text is about.../ At the beginning of text... At the end of
this story...

As the conclusion of this story... I would like to tell you...

I think...

As for me...

PABOTA HAJI MIUCbMEHHOM PEYBIO

PaGoTy mo moAroroBke MUCHMEHHOTO MOHOJIOTHYECKOTO BBICKA3BIBAHUS
(counHeHue, W3JI0KEHUE U Jp.) MO ONPENEJICHHON TeMe clieqyeT HayaTh C
U3y4YeHUS] TEeMaTHYECKUX  TEKCTOB-oOpa3loB. B mepByo  ouepenb
HEOOXOJMMO  BBIMOJHUTH  JIGKCMYECKHE U JICKCUKO-TPAMMAaTHUYECKHE
YOPAKHEHHUS 10 HM3y4aeMOW TeMe, YCBOUTh HEOOXOJMMBIA JIEKCHYECKHUI
Matepual, TpOUYUTaTh M  TEPEBECTH  TEKCThI-00Opa3lbl,  BBIMOJHUTH
MMCbMEHHBIE PEUEBBIC YIPAXKHEHHUS 1O Teme. 3aTeM Ha OCHOBE M3y4YCHHBIX
TEKCTOB HYXXHO HamucaTh NMUCbMEHHOE M3JIOKEHHWE, BKIIOYaroliee Haubosee
BOXHYI0O W HWHTepecHyr wuHpopmarmio. [Ipu 3ToM HEOOXOIUMO MPOU3BECTH
00paboOTKy Marepuasiia Mg M3JI0XKEHUS C YYETOM MHAUBUIYaTbHBIX
BO3MO>KHOCTEHN U MPEANIOUYTEHUN CTYJCHTA, &8 UMEHHO:

3aMEHUTh TPYAHBIE ISl HAIMCAHMS CJIOBA HM3BECTHBIMHU JIEKCUYECKUMU
eaununamu: All people are proud of their magnificent capital — All people are

proud of their great capital,
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COKPATUTh MPOTSHKEHHOCTH MPEII0KCHHIA:

Culture is a term used by social scientists for a people’s whole way of
life — Culture is a term used for the whole people’s way of life;

YOPOCTUTH TPAMMATHYECKYIO (CHHTAKCHUYECKYI0) CTPYKTYPY TIPEITI0KCHHIA:

I felt I was being watched — I felt somebody was watching me;

MIPOU3BECTH  CMBICJIOBYIO  (COACpIKATEIbHYI0) KOMIIPECCHIO TEKCTa:
COKpaTUTh O0O0BEM TEKCTa A0 ONTHUMaJIbHOrO YpoBHS (He MeHee 12-15
IPEATIOKEHHI).

OOpaboTaHHBI TEKCT HEOOXOIMMO 3amucatb B pabodylo TeTpaib,
IPOYUTATh HECKOJIBKO pa3 BCIYX M MPOBEPUTH TPAMMATHUYECKHE, JIEKCHUECKHE,
CHUHTaKCUYECKHUE OIINOKHU.

[Tocne mpouTeHus TekcTa pa30enTe ero Ha CMbICIIOBBIE YaCTH.

B kaxmoil wactu Haiinure mpemiokeHue (MX MOXKET ObITh HECKOJIBKO),
B KOTOPOM 3aKJIFOYEH OCHOBHOW CMBICI 3TOM YaCTH TEKCTA. BeImuimmre 3TH
IPEITOKCHHS.

[ToguepKkHHUTE B ATUX MPEIIOKCHUAX KITFOUCBBIC CIIOBA.

CocTaBbTe TE3UCHBIH MJIaH NIepecKasa.

Onupasch Ha MJIaH, MEPEeCKaKUTE TEKCT.

Omnupasich Ha KIFOYEBBIEC CJI0BA, 3AITUIIIATE TEKCT.

[Tpu HamucaHWM MepecKka3a TEKCTa PEKOMEHIYETCsl UCITOJIb30BaTh PEUCBBIC
knuie: This text is about...

The first part of text is about.../ At the beginning of text... At the end of
this story...

As the conclusion of this story... I would like to tell you...

I think... Asforme...
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TEMA 1. MIPEJOTBPAIIEHME IT NPECTYIVIEHUI

€«
CYBERCRIME 'S

Prevenition

1. Word formation: -prefixes

2. Reading and speaking: Cybercrime Prevention
3. Grammar reference: Revision of Tenses

4. Listening and speaking

5. Reading and discussion

6. Supplementary reading

WORD FORMATION

o
charige X 455 § We can form new words by using
e cppandin = ff . @ g' Wor prefixes and suffixes,

p ,ef I X e S =ES €.g. micro-process-or

prefix + root+ suffix

meugﬁmg W

exercises

Prefixes come before the root word and usually change its meaning. Here are

some common ones in IT.
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Study the ‘Prefixes of location’

Prefix Meaning Examples
trans- = across transmission, transfer
. interconnected,
inter- =between ) i
1mteractive
intra- = within mtranet
extra- =beyond =outside | extramemory, extranet
=in addition to
) teleconferencing,
tele- = over a distance 1cmng
teleworking

1. Use the words from the table ‘Prefixes of location’ to complete these
sentences and make any necessary changes:

Data can be wired or wireless.

An 1s a private network restricted to a company’s internal use.

The Internet consists of millions of computers in a global network.
enables users 1n different places to talk to and see each other.

(e.g. ROM or flash memory) 1s able to hold data when switched oil.

A i o

1s Increasing, so more and more people have an office at home and
aren’t commuting to an office.

7. 1s a network that allows communication between a company and the
customers it deals with.

Study the ‘Prefixes of size’

Prefix Meaning Examples
multi- =many multimedia,
multitasking
mega-, giga- =large megabyte, gigabyte
super- =large, great supercomputer
micro- =very small microbrowser
semi- =half, partly semiconductor
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2. Use the words from the table ‘Prefixes of size’ to complete these sentences
and make any necessary changes:

1. is a web browser designed for small screens or hand-held devices.

2. A equals approximately one million bytes.

3. 1s an action when you have more than one application open at the same
time.

4. The introduction oftechnology revolutionized the computer industry.

5. A__is a powerful computer that can process large amounts of data very
quickly.

6.  Each memory module contains a of RAM, or 1024 megabytes, to be
precise.

7. The next generation of computers will be = machines that allow users to
control and manipulate sound, video, text and graphics.

Study the ‘Negative prefixes’

Negative prefix Meaning Examples
un- unmagnitized
in- incomplete
. . bl
im —not 1mP0s31 e
il- illegal
ir- irregular
non- non-programmable
misuse, misunderstand
mis-
=bad, wrong
mal- malfunction
dis- =opposite action disconnect
de- =reduce, reverse
decode, decrypt, debug
=to show that smth is )
down- bad or to make smth | downtime, downgrade

less important
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Study other common prefixes in IT

Positive prefix Meaning Examples
re- =do again reorganize, reboot
co-/ com-/ con- =with :
connect, compatible
over- =too much overload
Positive prefix Meaning Examples

=at or to a higher

update, upgrade,

u -
P level of activity upload
e- =electronic e-book, e-learning
cyber- =things related to cyberspace,
computer world cybercriminal

3. Match the prefixes in column A to the correct endings in column B.

column A column B
DOWN- -reader, -commerce, -mail
RE- -time, -load
E- -crime, -space, -slacking
UP- -write, -boot, -set, -usable
CYBER- -grade, -date, -load

4. Complete these definitions with the words from Exercise 3:

1 is to modify data in a file so that it has the most recent information.

2 __is the buying and selling of products and services over the Internet.

3. __is when a network or a computer is not working or unavailable for use.

4 __is to start the computer again.

5 _1s the environment in which communication over computer networks
occurs

6. _is to add or replace hardware or software in order to expand the

computer’s power.

7. __is using a company’s Internet access for activities which are not work-

related, e.g. emailing friends, playing games, etc.




5.Fill the gaps with the correct prefix from the box:

ir- , in- , up-, re- , dis- , down-, de- , con-

1. The printer was not working because someone had connected it by
mistake.

2. As theresults are regular, the program will
have to be written.

3. Flash drives are expensive andusable.

4. Once you finish your program, you will have to test it and bug to

remove all the mistakes.

5. If your mobile device has an Internet nection, you can load
apps directly onto it.

6.  Did you buy a full version of the OS or just an grade?

7. If your computer crashes, you may have to boot it.

' Reading and
i Speaking

1.
throughout [Oru:'aut]- uepes, moBcroay
decrease [di:'kris] - ymeHbIIaTh
overcome [ouva'kAm] — npeooieTh, MOOEIUTH

Study the following words and combinations:

offence [o'fens] — mpaBoHapyIiieHue, MPECTyIUICHHE
offender [o'fend o] — mpaBoHapymuTeNnpb
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perpetrator [ p3:patrertor] - mpaBOHAPYIITUTENb

security [sr'kjuorati] — 6e30MmacHOCTh

protection [pra'tek[(o)n] — 3amura

boundary [ 'bauvnd(o)r1] - rpanua

network[ ‘netw3s:k] - ceTb

access| akses] — moctymn, moaxon

measurement[ ' me3zom(o)nt] - u3MepeHue

target[ ta:git] — menb, MUIIICHB

launch [lo:ntf] - 3amyckathb

malicious [ma'l1f.os] — 3710HaMepeHHbIH, BPEIOHOCHBIN

unauthorized access [an'0:0(o)raizd'ekses] — HecCaHKITMOHUPOBAHHBIN JOCTYII
misuse [ mis'ju:s] — HempaBWIbHOE TPUMEHEHUE, 3J0YIOTpEOICHHE
particular [pa'tikjolo, -kju-] — onpeneneHHbIN, OTIETBHBIM

confidentiality [ konfiden(t)[1'@loti] — kOHpUIEHIIMATEHOCTH
integrity[in'tegroti] (data ['deita] ~) — 1ETOCTHOCThH TaHHBIX (CEPBUC KOHTPOJIS
JOCTYyTIA, TAPAHTUPYIONTUH, YTO IPUHSITHIC TIO CETH JaHHBIC HE ObUTH M3MCHCHBI
IIPU TIEPECHUIKE)

availability [o veilo'biloti] — mocTynHOCTB

information assets [ mfo'merf(o)n '®sets] — wuHGbOPMAIIMOHHBIE PECYPCHI,
pecypchl 00paboTku nHpOopMau

achieve [9'ff1:v] — noOuBaThCs, JOCTUTATH

application [, @pli'’keif(s)n] — mpumMeHeHue, MUCHoOJIb30BaHUE, YIIOTPEOIEHUE;
MIPUIIOKCHUE

awareness [9'weonas] — 0CBe1OMIEHHOCTh

combat [ 'kpm.bet] — 6opoTbCs

cyber patrols [ 'saibo pa’trovlz] — kubGepnaTpynupoBaHue

dark web [da:k web] — TeHeBas cetb

cyber threat intelligence [ 'saibafret m telidsens]| — pazBenka kudepyrpos

threat hunting [Oret "hantin] — oxota 3a yrpozamu

digital evidence [ didzit’l "evid®ns] — udypoBbie crienpl (YIUKH)

cyber hygiene [ 'saiba "haidzi:n] — kubepruruena

continuous training [ ‘sartbo "haidzi:n] — HenpepbIBHOE 00y4YeHNE

preventive measures [pr1 venttv 'me30z] — mpohuIakTHIeCKUe Mephl
sophisticated attacks [so'fistikertid o taeks] — crmoxHbIe, cocTaBHBIC aTaKu
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2. Read and translate the text:

Part I
Cybercrime prevention

YBERCRIME 1s one of the main present-

day  social  problems
throughout the world.

Cybercrime prevention is

an effort to decrease and overcome computer related crime.

Cybercrime 1s global in nature. It is not limited by national borders.
Cybercrimes and their perpetrators can occur outside the national jurisdictions
they affect. For example, a computer virus may be written in the Far East but
cause damage in Latin America, or a download site may be located in Russia but
accessible in Brazil. This creates as many challenges for accurately measuring
cybercrime as 1t does for identifying and prosecuting criminals — especially
where other jurisdictions have different laws.

Cybercrime, or computer-oriented crime, i1s crime that involves a
computer and a network. There are three categories:

- crimes that target a computing device, such as to gain access to a network;

- crimes 1n which a computer 1s used as a weapon, such as to carry out a denial
of service (DoS) attack;

- crimes 1n which a computer 1s used as an accomplice to a crime, such as using
a computer to store illegally obtained data.

Police efforts to prevent cybercrime include various preventive measures.
Cybercrime 1nvestigators conduct cyber patrols to monitor online spaces, tracking
dark net activity for illegal transactions. Analysts collect and evaluate cyber threat
intelligence, 1dentifying potential risks and launching operations to detect them.

Collaboration with cybersecurity firms enhances their ability to detect and respond

21



to sophisticated attacks. Specialized investigation departments focus on collecting
digital evidence while adhering to strict supply chain protocols. International
cooperation 1s critical to combating transnational cybercrime. Police also stress the
importance of practicing cyber hygiene to reduce citizens’ vulnerability. Ongoing
traming allows officers to stay up-to-date with evolving cybersecurity trends and

technologies.

INVESTIGATION
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According to the Doctrine of Information Security of Russia, signed by
President Vladimir Putin in December 2016, the main direction of ensuring
information security 1s to strengthen the protection of citizens and territories
from emergencies caused by cyberattacks. In essence, cybercrime falls under
Chapter 28 of the Criminal Code of the Russian Federation (Articles 272—
274.1). Federal Law No. 111 (April 2018) establishes criminal liability for fraud
using electronic means of payment (credit/debit cards), as well as other
“computer fraud” (Articles 159.3 and 159.6 of the Criminal Code of the Russian

Federation, respectively).

Part II
There are some ways to prevent
cybercrimes are explained below:
1. By Using Strong

Passwords: Maintain different

password and username
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combinations for each account, and resist the urge to write them down.

Weak passwords can be easily hacked. The following password

combinations can make your password more vulnerable to hacking:

Using keyboard patterns for passwords. e.g. — wrtdghu

Using very easy combinations. e.g. — sana 2020, jan2032

Using Default passwords. e.g. — Hello123, Madhu123

Keeping the password the same as the username. e.g. — Madhu Madhu
Keep social media private: Make sure your social media profiles are
set to private. Check your security settings once. Be careful with the
information you post online. Once you post something online, it's there
forever.

Protect your storage data: Protect your data by using encryption for
important diplomatic files such as financial and tax files.

Protecting your identity online: We must be very careful when
providing personal information online. You should be careful when
providing personal identifiers such as your name, address, phone
number, and financial information online. Make sure that websites are
safe when you shop online, etc. This includes enabling privacy settings

when using social networking sites.

. Keep changing passwords frequently: When it comes to passwords,

don't stick to one password. You can change your password frequently,
making it difficult for hackers to access your password and stored data.

Securing your Phones: Many people are unaware that their mobile
devices are also unsafe for malicious software such as computer viruses
and hackers. Make sure that you download applications only from
trusted sources. Do not download software/apps from unknown sources.
It is also important to keep your operating system up-to-date. Be sure to
mnstall antivirus software and use a secure lock screen. Otherwise,

anyone can access all your personal information on your phone if you
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lose it. Hackers can track your every move by installing malware via
your GPS.

Call the right person for help: Try not to be nervous if you are a
victim. If you come across illegal online content such as child
exploitation, or if you think it is a cybercrime, identity theft or
commercial fraud, as with any other crime, report it to your local police.
Protect your computer with security software: There are many types
of security software that are needed for basic internet security. Security
software includes firewall and antivirus software. A firewall is usually
your computer's first line of security. It controls who communicates
what and where on the Internet. So it's best to install security software

from trusted sources to protect your computer.

EXERCISES

[lenp 3amaHuid - aKTHUBHU3aLMS HOBOTO JIEKCHMYECKOrO Marepuana, Pa3BUTHE

HaBBIKOB MOHOJIOTHYECKOW Y TUAJIOTHYECKOW PEUH.

3. Read and translate the following groups of words with the common
root:
Crime — criminal — criminality — criminology - incriminate
Offense — offensive - inoffensive — offensively - offensiveness
Punish — punishable — unpunishable - unpunished - punisher — punishment
Violate — violation — violator — violence — violent — violently.
Code — codify — codification — decode — decoder — codicil
Prevent — prevention — preventive — preventative — preventer —
preventable

1
2
3

4. Discuss the questions: @ @
(e}

. What is cybercrime?
. What do you think about cybercrime prevention?

. What categories of cybercrime have you known from the text?
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4. What measures do police agencies use in order to combat cybercrime?
5. What do you think about the Russian Doctrine of Information Security?
6. Are there any ways to protect from cybercrimes? Share your opinion.

5. Translate from English into Russian:

To decrease and overcome crime, to obtain
Tﬁﬂ@mgﬂ@f@@ information, to identify offenders, to commit
crime, to bring to justice, to conduct cyber
patrol, to monitor online spaces, dark
web activities, illicit transactions, cyber threat
intelligence, to detect and respond to sophisticated attacks, digital evidence, to

reduce citizen vulnerability.

6. Translate from Russian into English:
[IpenoTBpanieHue KUOEPHPECTYIUIEHUM, pPACKpPbITUE KHOEPIPECTYIJICHUH,
pa3Benka Kubepyrpos, mudpoBbie Ciaeabl, MPOQUIAKTHYSCKUE MEPhI, HU3MEHUTD

NapoJiib, XpaHUTh JaHHBIC, TOJIYYUTh JOCTYM K 0a3e JaHHBIX

7. Translate some word combinations:
) Police department, police force, law enforcement

officials, network access, password combinations,
sophisticated attacks, digital evidence collection,

cyber threat intelligence, a denial-of-service (DoS)

attack.

8. Make word combinations; use them in the sentences of your own:

A B
bring to digital evidence
protect cyber patrol
download jJustice
conduct citizen vulnerability
monitor cybercrime
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reduce cyber threat operations

collect online spaces
solve software APPs
launch personal data

9. Choose the right definition of the term cybercrime prevention:
a) an intervention in the mechanisms

that cause cybercrime;
b) the anticipation, recognition, and
appraisal of a cybercrime risk and the
mitiation of action to remove or

reduce 1t;

c) an effort to decrease and overcome

cybercrime.

10. Complete the sentences:

1. Cybercrime prevention is an effort to ...

2. ... conduct cyber patrols to monitor online spaces, looking over dark
web activities for illicit transactions.

3. Analysts gather and assess cyber threat paying great attention to the
problemof ... ...

4. Weak passwords can be easily .. ..

5. Security software includes firewall and ... ....

6. ... ... 1scritical to combating transnational cybercrime.

11. Comment the picture:
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I8

EVERYONE PLAYS A ROLE IN PREVENTING GYBER CRIME

These steps can help protect you from cyber criminals.

3 Become cyber aware through
Q ) self-education or fraining.

Follow cybersecurity best
practices and guidelines.

Use digital and physical
security methods.

Constantly change your
passwords.

#Al Actively manage your social
5@ media settings.

P Talk t hil t
) Keep your software updated. , fal 1S chidron abou

Sources: Hashed Out, Norton

12. Match the columns:

1.security

a. internal consistency or lack of corruption in electronic
data

2. protection

b. prohibited by a law, a rule

3.confidentiality

c. the action of protecting someone or something, or the
state of being protected

4.integrity

d. the wrong or improper use of something

S5.availability

e. the quality of being available

6.unauthorised

f. the state of being free from danger or threat

7.access g. a set of rules or a promise that limits access or places
restrictions on certain types of information
8.misuse h. the action or process of obtaining or retrieving

information stored in a computer's memory

9. malicious

1. intended to cause damage to a computer system, or to
steal private information from a computer system
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10. storage 1. a useful or valuable possession or quality of a country,
organization, or person

11. media k. the internet, newspapers, magazines, television, etc.,
considered as a group

12. resources 1. the amount of space a computer has for keeping
information

13. Make dialogues using these questions. Then reproduce:

. What are the most common types of cyber threats?

How can individuals protect their personal information online?

What are some examples of strong passwords?

How does encryption work and why 1s it important?

What are the signs that your computer or device might be infected with

malware?

. How can you recognize a phishing email?
. What steps can businesses take to improve their cybersecurity?

6
7
8.
9

What 1s two-factor authentication and how does it enhance security?

. How do firewalls help protect your network?

10.What should you do if you suspect your personal information has been

compromised?

11.What role does antivirus software play in cybersecurity?

12.How can you secure your home Wi-Fi network?

13.What are the risks of using public Wi-F1 networks?

14.How can you protect your mobile devices from cyber threats?
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15.What 1s the role of a cybersecurity professional?

16.How has cybersecurity evolved over the years?

17.What are some major cybersecurity incidents that have occurred recently?
18.How can you safely dispose of old computers and devices?

19.What 1s ransomware and how can you protect against 1t?

20.How do cybercriminals use social engineering to their advantage?
21.What are the legal implications of cybercrime?

22 How can organizations prepare for and respond to a cyber-attack?
23.What 1s the Internet of Things (IoT) and how does it affect cybersecurity?

24 What are some best practices for maintaining good cybersecurity hygiene?
14. Translate into English:

3auem Hy:KeH OpaHaAMay3p?

Bpangmaysp 3aIuIaeT KOMIIBIOTEP OT
IIPOHUKHOBEHHUS XaKEPOB WM BPEJIOHOCHBIX IMPOTPaMM
(mampuMep, depmeil) mo cetu i depe3 WHTepHeT. A
Bpanamaysp Taxike MOMOTAeT MPeIOTBPaTUTh OTIIPABKY l.f ‘
IporpaMM Ha JIpyrue KOMIIBIOTEpHL. Jlaxke eciu BEI
CUNTAETE, YTO HAa KOMIIBIOTEPE HET HUYETO HHTEPECHOTO
JUIS1 TIOCTOPOHHIX, BPEJAOHOCHBIE MPOTPaMMEI (CeTeBble YepBU) MOTYT CAENaTh
Balll KOMIBIOTEP IOTHOCTHIO HEPAOOTOCHOCOOHBIM, a TaKXKe KTO-TO MOXKET
BOCIOJIBE30BAThCS UM I PACCHUIKH MO00HEBIX MIPOTrpaMM ILTH BUPYCOB JPYTUM

KOMIIBIOTCpaM Oe3 Barero BEJOMaA.
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E S ST TR

- Present |
"4 simple and
continuous

- E.. _{'l..‘

1. Complete the sentences using

Present Simple vs Present
Progressive

b

P

fg e

a. Present Simple or Present Progressive (Active Voice) :
1. Commonly we (to use) C++ and Java Script.

2. At the moment we (to develop) a Web-based project.

He always (to ask) the users what they need from the system.
Right now I (to try) to learn how to use this application program properly.

Today the technicians (to set up) a wireless network at our department.

A

hour.

7. Steve is a database expert so he usually (to deal) with data processing.

30

- How much time you (to spend) on surfing the Web each day? - About an



TENSE(PASSIVE VOICE)

b. Present Simple or

PRESENT CONTINUOUS

Present  Progressive (Passive

) . : e ) Voice):
Structure: Obj+ Helping verb +heing+V3thy+8 )

Examples 1. Active Server (to use) for
1) dokg is writitg a leter. this project because it (to be)

Web-based.

A letter 1s being written by John. |
2)They are burning letters.

Letters,are being burnt by them. 2. Instructions written in a

L high-level language always (to
transform) into a machine code.
Your information (to send) by e-mail now.
- What this database (to use) for? - It (to use) for storing our financial
information.
The results of his numerous experiments often (to refer to).
Details of every repair (to download) to a company’s mainframe every
day.

At the moment the departments of the company (to reorganize).

Present Simple vs Future

Simple
«IIpasuio Present
Si]nple 5 Fu’[ure 2. Complete the sentences
Silnple » using the Present Simple or

Future Simple (Active or

Passive Voice):
If you (to add) memory to a computer, it (to run) faster.
Files and peripherals (to share) by all the workers when our company (to
setup) a LAN.
If you (not to save) your document, you (to loose) the information.
The keyboards (not to use) in future if voice-recognition systems (to

become) more sophisticated.
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5.

6.

7.

98]

LN

a

If David (not to have) enough computer knowledge, he (to need) to hire a
qualified technician to install a LAN.

If your network (not to protect), unauthorized users (to break) into the
system easily.

If the central server (to fail), the whole network (to fail).

« Past Progressive vs Past Simple

Past Simple or Past Continuous?

— 4. Complete the sentences

[ home very late last night. using

a. Past Progressive or
a)came b) was coming

Past Simple (Active Voice) :
—

1. When we (to do) a Google

Search, we (to find) the answer very quickly.
When Sam (to prepare) his report, he (to use) a library database.
They (to play) online games when we (to come).

When Trevor Baylis (to hear) about communication problems in Africa, he
(to decide) to build a radio without batteries.

While Nick (to edit) complex graphics, Phillip (to develop) a new mobile
application.

Last year he (to study) such programming languages as PASCAL and
C++.

Which language you (to use) when you (to write) a program?

b. Past Progressive or Past Simple
(Passive Voice) :
1.  The first mechanical adding machine (to
invent) by B. Pascal.
2. The laboratory equipment (to install) all

day yesterday.
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3.
4.
5.
6.

NS W

“wok N

In 1945 the concept of the stored program (to work) out by Dr. Newman.
While the program (to test), some bugs (to detect).

Different operating systems (to discuss) at 4 o’clock seminar yesterday.

When the presentation on network topology (to make)?

Present Perfect vs Past Simple

Poc&-"l’ gimp‘.e 5. Complete the sentences using
VS

Precent Perfect

a. Present Perfect or Past Simple (Active Voice) :

John (to be) a computer technician for the last three years.

In September 2015 Ann (to begin) a University course in computer
science.

I (to become) interested in computers while I (to be) at school.

How long you (to have) this play station?

The secretary (to email) three letters this morning.

Jenny already (to install) a new program.

There (to be) quite a few changes since the new owner (to come) to the

company.
b.  Present Perfect or Past
_
~A Simple (Passive Voice) :
Pre;;ffi;:r;eﬁ 1. The first working version of the
«~ World Wide Web (to complete) in
W

vt 1990.
The drives (to upgrade) by Phillip recently.
The application (not to reinstall) yet.
The new system (to test) for a week?

When Basic (to develop)?
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10.

I1.
12.
13.
14.

Microcomputers (to apply) since 1970s.
The first e-mail (to send) in 19727

S. Correct the mistakes in the following
ﬂ sentences. Pay attention to the use of Simple,

e/ Progressive, Perfect (Active and Passive Voice)

£
JK‘F- W
“‘STA ¥ tense forms :

1. Marconi has ivented a wireless telegraph

system in 1896.

Since 2014 Jane was working for MediaGroup, the biggest company in the
region.

Professor Jonson was given a lecture on information technology at 11 a.m.
tomorrow.

All the articles on biosensors will be translated by last Friday.

A new model of the printer 1s showing tomorrow.

System errors affects the computer or its peripherals.

Were they studying the operating systems next term?

Have you passed the exam on programming languages by 5 p.m.
tomorrow?

We has replaced copper lines with fiber-optic cables.
Semiconductors were made it possible to develop much smaller portable
radios.

The first version of Microsoft Windows were being introduced in 1985.
When I calling my friend he compiled a program.

Alexander will studied C and C ++ by next year.

Pavel 1s often being asked to make a report at conferences.
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6. Complete the sentences

| using the correct Simple,
- Progressive, Perfect (Active

and Passive) tense forms of

the verbs in brackets:

1. A permanent storage of both data and programs (to provide) by storage
devices.

2. In the past cars (to paint) by hand, but now they (to paint) using computer-
controlled sprays.
Car components (to assemble) by robotic machines im modern factories.
Intel (to design) the first microprocessor in 1971.

While Pat (to analyze) the problem, Tess (to design) a flowchart.

After software developers (to write) a program, they (to test) it.

They (to study) operating systems next term?

The Professor (to deliver) a lecture at 10 pm tomorrow.

o X N kW

I (to discuss) these problem with our network architect as soon as I (to see)
him.

10. He (to finish) the work on the term paper by next week.

7. Translate the following sentences into English:

1. Camprii ipocTOil 1 HaUMEHEE JIOPOTOI

crmoco0 COCIUHNUTL KOMIILIOTCPEI B . —

BallleM JIOME€ - 3TO YCTaHOBHUTh
OecCpOBOIHYIO CETh, KOTOpas
HCTOJIB3YET PaZNOBOIHEI BMECTO
IIPOBO/IOB.

2. T'mobGampHBIE ceTH COCMUHAIOT KOMIIBIOTCPBI JTITHHHUAMHA CBA3HM HW IIPO-
I'paMMHBIMHA IIPOTOKOJIAMH, ITO3BOJIIA ITOJIB30BATCIIM 0OMeHHBaTLCA JaHHBIMH

OBICTPO 1 HAJIEXKHO.
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3. Ecim TBI BBeIeNTH NIPAaBIILHEIN TApOJIb, TO ¥ T€0S OYAET JOCTYII K CETH.

4. B mpomnutoMm TeneoHHEIE COOOMIEHUS IepeIaBallCh MO0 METAUTMYSCKIM
MPOBO/JIaM, a ceifuac mepeJaroTCs MO ONTOBOIOKOHHEIM KaOelsIM.

5. - Moii HOyTOYK moakTrodaeTca kK Wi-Fi1, Ho ciina curHama odeHb Hu3Kas. Yto
BBl MOXKETE II0COBETOBATh? - HMcmonb3yliTe CBOII KOMIBIOTEP MaKCHMyM

TPUALATE METPOB OT MApIIPYTHU3aTOPa.

LISTENING AND
SPEAKING

El.’”:;‘ﬁ

Scan the QR code and listen the
text «Cybercrime». Complete the sentences:

I don’t think people understand cyber-crime. It’s only
. In the future, 1t’s going

problem. There have already been a few amazing examples. A few years

Internet in Latvia was attacked by another country.

Cyberspace  has battleground.  Countries

other. If there’s a war, it’s possible one country

could attack the other country’s Internet. This

communication, transport, etc  would stop. It would cause
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to hospitals and other important buildings. But

cyber-crime 1s happening people. Have you

phishing? That’s with a ‘ph” not ‘f’. You really need

to be very careful about what information

2. Write five GOOD questions about cybercrime in the table. Do this in
pairs. Each cadet must write the questions on his / her own paper. When

you have finished, interview other cadets. Write down their answers.

Questions Cadet 1 Cadet 2 Cadet 2

Now return to your original partner and share and talk about what you found
out. Change partners often. Make mini-presentations to other groups on your

findings.

READING AND DISCUSSION

3/



Read and discuss the following texts:

Text A
INTERNET SECURITY

The Internet provides a wide variety of opportunities for communication and
development, but unfortunately, it also has it dark side. Crackers, or black-hat
hackers, are computer criminals who use technology to perform a variety of
crimes: virus propagation, fraud, intellectual property theft, etc. Internet-based
crimes include scam, email fraud to obtain money or valuables and phishing,
bank fraud, to get banking information such as password of Inter net bank
account or credit card details. Both crimes use emails or websites that look like
those of real organizations. Due to its anonymity, the Internet also provides the
right environment for cyber stalking, online harassment or abuse, mainly in chat
rooms or newsgroups. Piracy, the illegal copying and distribution of copyrighted

software, information, music and video files, is widespread.
Text B

Malware (malicious software) is software created to damage or alter the
computer data or its operations. These are main types.

- Viruses are programs that spread by attaching themselves to executable files or
documents. When the infected program is run, the virus propagates to other files
or programs on the computer. Some viruses are designed to work at a particular
time or on a specific date, for example on 31 Friday 13? An email virus spreads
by sending a copy of itself to everyone in an email address book.

- Worms are self-copying programs that have the capacity to move from one
computer to another without human help, by exploiting security flaws in
computer networks. Worms are self-contained and don t need to be attached to a
document or program the way virus do.

- Trojan horses are malicious programs disguised as innocent-looking files or

embedded within legitimate software. Once they are activated, they may affect
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the computer in a variety of ways: some are just annoying, others are more
ominous, creating a backdoor to the computer which can be used to collect
stored data. They don’t copy themselves or reproduce by infecting other files.

- Spyware, software designed to collect information from computers for
commercial or criminal purposes, is another example of malicious software. It
usually comes hidden in fake freeware or shareware applications downloadable

from the Internet.

TEXT C

Preventative tips

- Don’t open email attachments from unknown people; always take note of the
file extension. - Run and update antivirus programs, for example virus scanner.

- Install a firewall, a program designed to prevent spyware from gaining access
to the internal network.

- Make backup copies of your files regularly.

- Don’t accept files from high-risk sources.

- Use a digital certificate, an electronic way of proving your identity, when you
are doing business on the Internet. Avoid giving credit card numbers.

- Don’t believe everything you read on the Net. Have a suspicious attitude

toward its contents.

1. Identify the Internet crimes sentences (1-6) refer to. Then match them
with the advice below (a-f)

1. Crackers try to find a way to copy the latest game or computer program.
2. A study has revealed that half a million people will automatically open an
email they believe to be from their bank and happily send off all their security

details.
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3. This software s danger is hidden behind an attractive appearance. That’s why
it is often wrapped in attractive packages promising photos of celebrities like
Anna Kurnikova or Jennifer Lopez.

4. There is a particular danger in Internet commerce and emails. Many people
believe they have been offered a special gift only to find out later they have been
received.

5. Nimda spreads by sending infected emails and is also able to infect websites,
so when a user visits a compromised website, the browser can infect the
computer.

6. Every day, millions of children spend time in the Internet chat rooms talk ing
to strangers. But what many of them don t realize is that some of the surfers
chatting with them may be sexual predators.

a) People shouldn’t buy cracked software or download music illegally from the
Internet.

b) Be suspicious of wonderful offers. Don’t buy if you are not sure.

c) It’s dangerous to give personal information to people you contact in chat
roOms.

d) Don’t open attachments from people you don’t know even if the subject looks
attractive.

e) Scan your email and be careful about which website you visit

f) Check with your bank before sending information.

2. Fill in the gaps in these security tips with words from the box

Digital certificate malware virus scanner spyware firewall antivirus

1. Malicious software, .................. , can be avoided by following some basic
rules.

2. Internet users who like cybershopping should get a .................. , an
electronic identity card.

3. To prevent crackers from breaking into your data, install a .................. Ct

will protect you from .................. .
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4. If you have been hit by a ................ , don t panic! Download a clean-up
utility and always remember to use an .................. program, for example, a
VITUS .oiviviennnnn, :

3. Discuss the questions:

1. What do you do to prevent computer infections? y

. LETS <

2. Do you keep your virus protection update?

The Internet has many web sites where you can get

3

free advice and software. What should you do to :/B )

'
improve your computer security?

Cracker, virus propagation, fraud, scam, phishing, cyber stalking, online
harassment, malware, worm, disguise, spyware, firewall, suspicious, to avoid,
attachment.

4. Do a brief quiz below to test your knowledge about Internet Security.

Internet Security Quiz

1. Viruses, worms, and Trojans are all examples of .

a) pets that can be seen in a zoo;

b) phishing;

c) malware;

d) scareware.

2. What is malware?

a) hardware that controls a computer without the user’s knowledge;,
b) faulty software;

c) hardware that detects and removes viruses from a computer;

d) software created to cause harm to a computer system or data.

3. What is a virus?

a) a program that makes user feel unwell;

b) a program which replicates itself and spreads to other computers via
attachments;

c) a program that monitors user’s activities;

d) a program that stops a computer from working.

4. Malware can be downloaded through .

a) spam emails,

b) infected computers,

c) unsafe websites;
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d) all above.
5. What is spyware?

a) malware that harms your computer by deleting or altering files and
stopping programs from running;

b) malware that tricks you into thinking it’s software you need to buy;

c) malware that collects information from a computer and sends it to
cybercriminals;

d) malware that pretends to be a trusted file.

6. What is the purpose of phishing?

a) controlling computer without user’s knowledge;

b) sending a program that replicates itself and spreads to other computers
via attachments;

c) sending a malicious link disguised as a security warning,

d) sending an email that is designed to trick the user into giving away
personal information.

7. What should be used to remove malware from a computer?

a) a filter;

b) antivirus software;

c) encryption,

d) a firewall.

8. How can one safeguard against phishing?

a) Install a firewall.

b) Don'’t believe everything you read on the Net.

c) Make backup copies of your files regularly.

d) Don’’t follow a link from the email you don’t trust.
9. What is the purpose of a firewall?

a) to detect viruses on a system and prevent them from attacking it and
spreading;

b) to prevent unauthorized connections coming into and out of a
network;

c) to prevent from illegal copying and distribution of copyrighted software,
information, music, etc.;

d) to prevent a hacker from logging on to the computer.

10.  Which of the following is a simple way to stay safe online?
a) Don’t open email attachments from unknown people.

b) Run and update antivirus programs.

c) Don’t give out personal information.

d) All above.
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5. Match the words that go together in the text “Internet Security”. Check

that you know the meanings of the phrases. Then complete the sentences

below.
1) commit a) program
2) unauthorized b) firewalls
3) phishing Cc) access
4) antivirus d) email
5) security e) information
6) self-replicating f) crimes
7) built-in g) software
8) verify h) warning
1. Virus is a _ that interferes with a computer’s hardware or operating
system.
2. Some computers come with security software. Windows 7 and Mac OS X

already have .
3. ____can protect you from infected email attachments, Internet worms, and

fake websites.

4. Cybercriminals by stealing people’s money or their identity data.

5. _1s disguised to look like official communications from a legitimate
website.

6. Once installed, spyware programs can have  to user’s activities - such

as Internet surfing habits and browser activity.

7. If you  about your identity on a fake website, scammers can use these
details to withdraw money from your bank account.

8. When you visit a malicious site your browser will display a red

message.
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Text D

How different is network security from computer security?

Network security consists of the provisions made in an underlying computer
network infrastructure, policies adopted by the network administrator to protect
the network and the network-accessible resources from unauthorized access and
the effectiveness (or lack) of these measures combined together. Securing
network infrastructure is like securing possible entry points of attacks on a
country by deploying appropriate defense.

Computer security is more like providing means of self-defense to each
individual citizen of the country. The former is better and practical to protect the
civilians from being exposed to the attacks. The preventive measures attempt to
secure the access to individual computers the network itself thereby protecting
the computers and other shared resources such as printers, network-attached
storage connected by the network. Attacks could be stopped at their entry points
before they spread. As opposed to this, in computer security the measures taken
are focused on securing individual computer hosts. A computer host whose
security is compromised is likely to infect other hosts connected to a potentially
unsecured network.

A computer host's security is vulnerable to users with higher access
privileges to those hosts. Network security starts from authenticating any user.
Once authenticated, firewall enforces access policies such as what services are

allowed to be accessed by the network users. Though effective to prevent
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unauthorized access, this component fails to check potentially harmful contents
such as computer worms being transmitted over the network. An intrusion
prevention system (IPS) helps detect and prevent such malware. IPS also
monitors for suspicious network traffic for contents, volume and anomalies to
protect the network from attacks such as denial of service.

Communication between two hosts using the network could be encrypted to
maintain privacy. Individual events occurring on the network could be tracked
for audit purposes and for a later high-level analysis. Honeypots, essentially
decoy network-accessible resources, could be deployed in a network as
surveillance and early-warning tools. Techniques used by the attackers that
attempt to compromise these decoy resources are studied during and after an
attack to keep an eye on new exploitation techniques. Such analysis could be
used to further tighten security of the actual network being protected by the
honeypot.

1. Put down problem questions to the text. Ask each other in class to get the

true answers.

2. Translate the following equivalents into English using the text:

be3onacHocTh ceTH, YCJIOBUS, KOMIIBIOTEpHAsl ceTeBas UHQpacTpyKTypa,
JeXalasi B OCHOBE, JIOCTYIHBIE YEPE3 CETh PECYPCHI, HEPA3ZPELIECHHBIN JTOCTYII,
IIPU MEHATH COOTBETCTBYIOUIYIO 3aLIUTY, IPEBEHTUBHBIE MEPHI, TAKUM 00pa3oM,
OCTAHOBKA aTaky B MMYHKTE BBOJA, PACIIPOCTPAHATHCS, B OTIUYHE OT, YSI3BUMBIH,
cepBep, aBTOpU3AlMA MOJIb30BaTeNs, MOTEHIIMAILHO BpenHas uHdopmarms, 36
KOMITBIOTEPHBIE BUPYCHI, OTKa3 B OOCIYXKMBaHUM, MH(GOPMALUS MOXKET OBITH

3aK0IMPOBAHA, JIOBYIIIKU, IPUMAaHKHU, HAOJIIOICHHE, YIIy4IlIaTh 0€30MacCHOCTb.

3. Write the question tags for the statements:
1. He hasn’t read the program yet, has he?
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2. The preventive measures attempt to secure the access to individual computers,
?

3. Crime ware can wait for the user to log into their account at a financial

institution,  ?

4. Crime ware represents a growing problem in network security, ?

5. This policy wasn’t adopted by the network administrator, ?

6. This system will protect the network from attacks such as denial of service,

?

7. Complexity theory seeks to determine the

“Question
4~- Tags

minimum number of components needed for
these systems, ?

8. Much attention, both theoretical and
practical, has been given to the design,  ?
9. This standard wasn’t used to evaluate computer systems being considered for

the data processing, ?

Text E
Threats to Network Security

Vulnerability 1s a weakness that 1s inherent in every network and device.
This includes routers, switches, desktops, servers, and even security devices
themselves. Threats are the people eager, willing, and qualified to take
advantage of each security weakness, and they continually search for new
exploits and weaknesses. There are four primary classes of threats to network
security.

Unstructured threats consist of mostly inexperienced individuals using
easily available hacking tools such as shell scripts and password crackers. Even
unstructured threats that are only executed with the itent of testing and
challenging a hacker’s skills can still do serious damage to an individual or an

organization. For example, if an external company website 1s hacked, the
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integrity of the company is damaged. Even if the external website is separate
from the internal information that sits behind a protective firewall, the public
does not know that. All the public knows is that the site is not a safe
environment to conduct business.

Structured threats come from hackers who are more highly motivated and
technically competent. These people know system vulnerabilities and can
understand and develop exploit code and scripts. They understand, develop, and
use sophisticated hacking techniques. These groups are often involved with the
major fraud and theft cases reported to law enforcement agencies.

External threats can arise from individuals or organizations working
outside of a company. They do not have authorized access to the computer
systems or network. They work their way into a network mainly from the
Internet or dialup access servers.

Internal threats occur when someone has authorized access to the network
with either an account on a server or physical access to the network.

As the types of threats, attacks, and exploits have evolved, various terms
have been coined to describe different groups of individuals. Some of the most
common terms are as follows:

« Hacker i1s a general term that has historically been used to describe a
computer programming expert. More recently, this term is commonly used in a
negative way to describe an individual who attempts to gain unauthorized access
to network resources with malicious intent.

* Cracker is the term that is generally regarded as the more accurate word
that 1s used to describe an individual who attempts to gain unauthorized access
to network resources with malicious intent.

 Phreaker is an individual who manipulates the phone network to cause
it to perform a function that is normally not allowed. A common goal of
phreaking is breaking into the phone network, usually through a payphone, to

make free long-distance calls.
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* Spammer 1s an individual who sends large numbers of unsolicited email
messages. Spammers often use viruses to take control of home computers to use
these computers to send out their bulk messages.

* Phisher 1s an individual who uses e-mail or other means in an attempt to
trick others into providing sensitive information, such as credit card numbers or
passwords. Phishers masquerade as a trusted party that would have a legitimate
need for the sensitive information.

» White hat 1s a term used to describe individuals who use their abilities
to find wvulnerabilities 1n systems or networks and then report these
vulnerabilities to the owners of the system so that they can be fixed.

» Black hat 1s another term for individuals who use their knowledge of
computer systems to break into systems or networks that they are not authorized
to use.

1. Discuss the questions using the information from ’

the text : « B
1. What 1s vulnerability in network security? Wi

2. Who are considered to be threats to network 2!
security?

3. How dangerous can unstructured threats be to users?

4. What 1s the difference between structured and unstructured threats?

5. How can external threats get access to computer systems or networks?

6. What people can be considered internal threat?

7. What 1s the most accurate term to describe an individual attempting to

gain unauthorized access to network resources with malicious intent?

8. What is a common goal of phreaking?

9. How do phishers usually get the information they need?

10. What 1s the goal of white hats” activity?
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2. True or false?
1. Exploit code and scripts are often developed by

inexperienced individuals.

2. It is impossible to get access to computer systems through the Internet.

3. Hacker is a term that has recently been used to describe a computer

programming expert.

4. A common goal of spammers is to get sensitive information.

5. Black hats do not help to fix vulnerabilities.

3. Use the words and expressions from the box to complete the sentences.

password cracker router white hat phone network damage
sensitive information exploit black hat  hacking tool server
1. In the case of a , the data is transmitted not to a central

hub in a small network of devices (as it is with Wi-Fi) or even directly
from device to device (as it is with Bluetooth), but through a global

network of transmitters and receivers.

. An example of a 1s a computer worm.

. A may include a firewall, VPN handling, and other

security functions, or these may be handled by separate devices.

can be used to recover a forgotten password.

5. The scale of the depends on the targets of the virus and
sometimes the results of its activity are imperceptible.

6. A hacker may work as a consultant or be a

permanent employee on a company's payroll.

A local requires prior access to the vulnerable system
and usually increases the privileges past those granted by the system
administrator.

The purpose of a is to share data as well as to
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share resources and distribute work.

0. The credit card files of the company's customers were

very , so they hired a team of experts to devise security
measures for it.

10. hackers can inflict major damage on both individual

computer users and large organizations by stealing personal financial
information, compromising the security of major systems, or shutting

down or altering the function of websites and networks.

5. Match the verbs and the nouns. Sometimes, more

than one option is possible :

MATCH THE
WORDS
1. enforce a. access
2. fix b. a policy
3. gain c. ascript
4. develop d.a website
5. hack e. a vulnerability

Text F

CYBERSECURITY

’Cyber security 1s primarily about people, processes, and technologies working
together to encompass the full range of threat reduction, vulnerability reduction,
deterrence, international engagement, incident response, resiliency, and recovery
policites and activities, including computer network operations,

informationassurance, law enforcement, etc."”
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OR
Cyber security is the body of technologies, processes, and practices designed to
protect networks, computers, programs and data from attack, damage or
unauthorized access.
] The term cyber security refers to techniques and practices designed to protect
digital data.

] The data that is stored, transmitted or used on an information system.
OR
Cyber security is the protection of Internet-connected systems, including

hardware, software, and data from cyber attacks.

It is made up of two words one is cyber and other is security.

Daaster
Hecovery
Flanning

Inlsrmatisn
security

[ICyber 1is related to the technology which contains systems, network and
programs or data.
[] Whereas security related to the protection which includes systems security,

network security and application and information security.
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1. Read about the 7 layers of cyber security and discuss each of them.

1. Mission Critical Assets — This is the data you need to protect.
2. Data Security — Data security controls protect the storage and transfer of data.

3. Application Security — Applications security controls protect access to an

THE 7 LAYERS OF CYBERSECURITY

THE HUMAN LAYER
PERIMETER SECURITY
NETWORK SECURITY

ENDPOINT SECURITY

DATA SECURITY

application, an application’s access to your mission critical assets, and the
internal security of the application.
4. Endpoint Security — Endpoint security controls protect the connection

between devices and the network.
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5. Network Security — Network security controls protect an organization’s
network and prevent unauthorized access of the network.
6. Perimeter Security — Perimeter security controls include both the physical and

digital security methodologies that protect the business overall.

7. The Human Layer — Humans are the weakest link in any cyber security
posture. Human security controls include phishing simulations and access
management controls that protect mission critical assets from a wide variety of
human threats, including cyber criminals, malicious insiders, and negligent

Uusers.

2. Match the words and their definitions:

access, to hack, computer chip, network, equipment, telecommunications, device

1. the tools, machines, clothes etc that you need to do a particular
job or activity

2. the right to enter a place, use something, see someone etc

3. a small piece of silicon that has a set of complicated electrical
connections on it and is used to store and process information in computers

4, a machine or tool that does a special job

5. a set of computers that are connected to each other so that they
can share information

6. secretly find a way of getting information from someone else's
computer or changing information on it

7. the sending and receiving of messages by telephone, radio,

television etc.

3. Imagine that you should take part in National Computer Security
Project.
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You are an expert in computer security. Write an
article with your solutions to this problem. Make a

list of suggestions and explain their advantages.

Challenges in Cyber Crime Investigation

JUST FOR FUN

— e

HEY PALL, -

SEE YOU WEITING & S M3 IT'S My .|=!J!I.55|Il‘l'-I!Z|l!'il:!-_h

L L
i e
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NAH, 1’Mm NoT
WoRRIED ABoOoUT ClLoubd
SECURITY. MY SToRED

DATA 15 SO DISORGANIZED
THEY’D NEVER BE ABLE To
FIND ANYTHING!

TRUST ME ...
HE'S ONE OF THE BEST
IN THE BUSINESS!!!

Computer Crime: Prevention and Innovation
The information age has opened the doors to anti social, smart, and

opportunistic people to find new and innovative ways to commit old crimes.
These people are called hackers. What is the social Problem? Computer crime is
the official name given to this criminal phenomenon driven by hackers.

Although a solid definition of computer crime has yet to be agreed upon by
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scholars, it is described in a functional manner encompassing old crimes such as
forgery, theft, mischief, fraud, manipulation or altering of documents; all of
which are usually subject to criminal sanctions everywhere.

What the early hackers did was duplicate the particularly distinguishable
tones that the phone companies used in their early switching devices enabling
them to fool the system into thinking that the customer has paid. A person who
used any number of devices available for manipulating switch systems in order
to explore or exploit is called a phone phreak. Who are the perpetrators?
Computer crime, like any other criminal activity, is a product of opportunity,
desire, and ability. Anyone who owns a computer or has access to a computer
has the opportunity to misuse its systems to engage in criminal activity.

Researchers found that the average age of most computer crime defendants is
between the ages of 21 and 23. The second highest age groups of computer
crime defendants are between 18 and 20. They suggested that hackers could be
classified into the following groups based on their psychological characteristics:
pioneers, scamps, explorers, game players, vandals, and addicts. Among these
six classifications of hackers, hard-core computer criminals are mostly found in
the explorers, game players, vandals, and addicts.

Pioneers are simply captivated by technology and explore with out
necessarily knowing what they are getting into or without specific criminal
intent. Scamps are curious and playful hackers that intend no real harm.
Explorers, on the other hand, specifically look for highly sophisticated and
secured systems that are relatively far from their physical location. The further
away and the more sophisticated the systems that are being broken into are, the
more exciting it is for the explorer. For the game player hacker, hacking is a
sport that involves the identification and defeat of software, systems, and
copyright protections.

Vandals are hateful, angry hackers that strike harshly, randomly, and without

any apparent personal gain other then knowledge, responsibility, and credit for
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such acts. Finally, addicts are your stereotypical nerdy individuals that are
literally addicted to computer technology and hacking itself like an addict is to
drugs. Due to these obsessive behavioral patterns, it is not surprising that many
of these types of hackers are coincidentally hooked on illicit drugs too.

In turn, computer crime has also evolved at the same rate from mere phone
phreaking, to a complex categorization of crime all to itself. So much in fact,
that computer crime is now a global concern due to the financial burden that it
places onto its victims. Primary victims to computer crime are the companies or
government agencies database systems that are being invaded. By doing so, the
hacker is hoping to cause some sort of loss or inconvenience and either directly
or indirectly benefit themselves or a group they belong to or have strong
affiliation with.

Secondary victimization is what happens to the public when they begin to fear
that no information or computer system that we rely on is ever truly safe from
hackers. In short, computer crime affects the entire world. Computer use,
misuse, and abuse. Computer use is grouped into three categories. Those
categories are proper computer use, improper computer use, and criminal
misuse. Computer abuse, although not illegal, points to moral issues of concern
for society as a whole. This refers to legal but restricted web sites and activities
belonging to subcultures that do not share traditional value structures that the
public adheres.

Due to the existence of these groups, the information dimension has also been
flooded with misuses such as sexually explicit material and sensitive
information that, in my opinion, the public should not have such easy access. A
few examples of Sensitive information are, access to bomb making blue prints,
where to get materials for such a devise, and military tactical procedures that out
line the process and positioning of such devises to create the most damage. In
the category of computer misuse, is the creation and deployment of viruses and

software piracy.
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Cyberspace 1s the computer produced matrix

of virtual possibilities, including on line
services, wherein human beings interact
with each other and with technology it
self . Although physical environment,
social environment, psychological and
mental capacity, and economics are important factors in
computer crimes, specific causation of computer crime has to be dealt with on a
case by base study. What makes one person engage in computer crime can be
different from what makes another person do the very same criminal act.

The problem with dealing with computer crime 1s that most of it 1s reactive
instead of proactive. Also affecting the way we combat computer crime 1s the
way that society views 1t and the way society punishes offenders. It appears that
the efforts against computer crime are following a historical view of policing
and crime fighting where a lot of emphasis was put on law enforcement. Dealing
with the offender after the crime has been committed, mstead of community
cohesion, trying to set up community based organizations to try a raise
awareness and impact the criminal behavior before in turns to criminal activity.

The evolution that policing has
gone through over the years, from
enforcement to prevention, should
provide as a good model to follow n
preventing and dealing with

computer crime instead of just

reacting to 1t. This prevention

approach would most successful if
done 1in three parts. Part one would
involve the media, the government, and businesses or groups that have fallen

victims to hackers in the past. Even though the media i1s often accused of
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damaging public perception on issues, it can also be used to help shift or steer
public perception 1n the right direction.

The Medias responsibility would be to bring the public interest message to the
masses with TV and radio commercials, newspaper writing, pamphlets, highway
billboards, internet posting, mailing list, and series or public lectures or
conferences. Primarily, the victimized companies and groups along with the
government agencies involved in the pursuit and conviction of the offenders
would compose the message that media would be delivering.

The message would entail an appropriate perspective on computer crime,
examples of what attitudes society should or should not have toward computer
crime, examples or a view of the many government agencies that are on the
front line of the computer crime battlefield, and finally a heightened uniform
guideline for the punishment of computer crime. Part two of my computer crime
prevention approach would involve taking away much if not all the discretion
mmvolved in the sentencing of
people convicted of computer
crime.

Many judges do not like this
method of sentencing because it
takes away from their judicial

powers and does not allow the

judge to decide what he/she

think 1s best for the community, district, city, or state they preside over. Hackers

like 1t even less because it ensures their fate 1f caught and convicted of computer
crime.

Part three would simply be the reinforcement of part two and provide that the

punishment for computer criminals be harsher and involve more time in a

federal prison then the average sentence being handed down today for computer

crime offenses.
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TEMA II. MAEHTUPUKAILINUA B PACCJIEJOBAHUNA
IT IPECTYILIEHUH

1. Word formation: suffixes.

2. Reading and speaking: Identification in computer forensics
3. Grammar reference: Modal Verbs

4. Listening and speaking

5. Reading and discussion

6. Supplementary reading

WORD FORMATION
ix B
¢ suffix
a group of letters LANGUAGE FOCUS

added to the END of
o word that changes
its meaning

-ful

WORD BUILDING: SUFFIXES

Suffixes change the class of the root word. For

| example, by adding the suffix -er, the verb produce
becomes the noun producer. Suffixes can tell you if a

word 1s a noun, adjective, verb or adverb.
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Study the ‘Suffixes for jobs’

Suffix Meaning Examples
webmaster,
-er =a person who
manufacturer
-or ~ computer animator
-ist, -yst ~ systems analyst
-ian ~ computer technician
-ant ~ IT consultant
-eer ~ software engineer

1. Which IT professionals from the table the ‘Suffixes for jobs’ are
described here?
| A person who designs and maintains software applications.
2 A person who gives expert, professional advice.
3. A person who uses graphics software to make or edit animated pictures.
4. A person or enterprise that produces goods in large numbers, using

machines.

93]

A person who manages and maintains a website.
6. A specialist in the technical details of computers.
7. A person who studies organizational systems and decides what action

needs to be taken to maximize efficiency.

Study the ‘Noun-forming suffixes’

Suffix Meaning Examples
Compression,
-ion, -ment, -ics, - | =activity, state = a
measurement,
ity, -or thing which ) .
¥ g robotics, electricity,
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Study the ‘Verb-forming suffixes’

Suffix Meaning Examples
-ize / -ise =to make computerize
-ate ~ activate, calculate
-ify ~ simplify

Study the ‘Adjective-forming suffixes’

Suffix Meaning Examples
-able, -ible =capable of being programmable,
convertible, compatible
-ful characterized by colourful, helpful
-less =without careless
computational, digital,
-al, -ic, -ical =having the quality of magnetic

Study the ‘Adverb-forming suffix’

Suffix Meaning Examples
Ty =in the manner of digitally,
electronically

2. Complete each sentence using the word in brackets and the correct

suffix.

1. Laser  are  to other types of printing devices because of their speed.

(PRINT, PREFER)

2. Most library databases are  via the Internet. (ACCESS)

3. We decided to

the entire plant to give each department more

independence. (COMPUTER)
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4. I’ll email my reportto youasan . (ATTACH)

5. An ___ optical disc allows data to be deleted and new data to be recorded
on it. (ERASE)

6.  The growth of the Internet has increased the need for effective data
(SECURE)

7.  Bluetooth is a  technology designed to connect computers, mobile
phones and other devices, replacing direct cable links. (WIRE)

8. Aircraft flight  1is used to train pilots. (SIMULATE)

0. Sound and pictures can be stored  , as on a CD. (DIGIT)

10.Anti-virus software can detect viruses on _ media, such as flash drives.

(REMOVE).

1. ?Study the following words and combinations:
to presume [pr1 zju:m] — Opeanoiararh;

to restrict [r1 strikt] — orpaHU4MBaTH;
host [hovst] — x03suH, BeayIIUii;
to tattach [a'teet[] — npuKpemIATh, NPUCOEAUHATD;

to overload [ ouval oud] — meperpyxars;
63



to eliminate [1'liminert] — ycTpaHsATh, HCKIIIOYATh;
spurious [ 'Spjuarios| — JTOKHBIH, KaXKYITHIICS;
amount [o'maount] — KOTHYECTBO;

cursory [ 'k3:sor1| — moBepXHOCTHBII1, OETIHII;
crafted [kra:ftid] — nckycHO co3maHHBIL;
malicious [ma'lifas] — Bpe1oHOCHHBIIT;

except [1k sept] — kpome;

to encounter [1n 'kaunto] — HEOXKHITaHHO CTOJIKHYTHCS;
drawbacks [ 'dro:bak] — HEgocTaTOK;

solely [ 'soulli] — nckmounTenpHO;

baseline [berslam] — orpannmuuTtensHas THHUA

a pattern [ 'paton] — Mmojens, oOpasenn
deliberately [dr libaratli] — ympImuTesHO;

to assemble [o'sembl] — coOupartscs

flexibility [ fleksr biloti] — rmOKOCTE.

2. Read and translate the text:
Identification in computer forensics

x

. 7 IDENTIFICATION IN
N Ty |

COMPUTER FORENSICS

e
A —

Identification 1s made possible by authentication, which 1s the process of

confirming and proving the identity presented by the user, in this way,

identification can protect a computer system and network from unauthorized

access or entry points. There are various ways authentication procedures can

work together with identification solutions such as usernames, passwords,
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authentication token devices and biometric factors to bolster the cybersecurity
measures put in place.

A typical method for authentication over intermet is via username and
password. With the increase in the reported cases of cybercrime by identity theft
over internet, the organizations have made
some additional arrangements for

authentication like One Time Password (OTP),

as the name suggest 1t 1s a password which can
be used one time only and 1s sent to the user as an SMS or an email at the
mobile number/email address that he have specified during the registration
process. It 1s known as two-factor authentication method and requires two types
of evidence to authentication an individual to provide an extra layer of security
for authentication.

Some other popular techniques for two-way authentication are: biometric
data, physical token, etc. which are used in conjunction with usermame and
password. The authentication becomes more important in light of the fact that
today the multinational organizations have changed the way the business was to
be say, 15 years back. They have offices present around the Globe, and an
employee may want an access which 1s present in a centralized sever. Or an
employee 1s working from home and not using the office intranet and wants an
access to some particular file present in the office network. The system needs to
authenticate the user and based on the credentials of that user, may or may not
provide access to the used to the information he requested. The process of giving
access to an individual to certain resources based on the credentials of an
individual 1s known as authorization and often this process is go hand-in-hand
with authorization.

Now, one can easily understand the role of strong password for
authorization to ensure cybersecurity as an easy password can be a cause of

security flaw and can bring the whole organization at high risk. Therefore, the
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password policy of an organization should be such that employees are forced to
use strong passwords (more than 12 characters and combination of lowercase
and uppercase alphabets along with numbers and

~' -~ special characters) and prompt user to change their
%\\ o [ password frequently. In some of the bigger
organizations or an organization which deals in

sensitive information like defense agencies, financial institutions, planning
commissions, etc. a hybrid authentication system 1s used which combines both
the usemname and password along with hardware security measures like
biometric system, etc. Some of the larger organizations also use VPN (Virtual

Private Network), which 1s one of the method to provide secure access via

hybrid security authentication to the company network over internet.

EXERCISES
Ilens 3amaHmii - aKTUBH3AlHS HOBOTO JIEKCHYECKOTO MaTepHana, pa3BUTHE
HaBBIKOB MOHOJIOTHYECKOI U THATOTMYECKON pedn.
3. Read and translate the following groups of words with the common root:
Occur — occurrence — recurrent
Close — closure — disclose — disclosure — disclosing
Person — persona — personal- personalization — personation — impersonation —
personify — personification
Intent — intention — intentional — intentionally — unintentional
Advance — advantageous —advantage — disadvantage
Charge —chargeable — discharge — overcharge
False — falsely — falsity — falsify — falsification — fault — default.
4. Put the nouns below into three groups: countable — uncountable —
countable or uncountable:
Data, information, network, security, aspect, profile, time, success, code, virus —

detection, software, traffic, experience, research.
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5. Make word combinations; use them in sentences of your own:

1. to surf a. data

2. secure b. access

3. 1llegal c. tunnel

4. transmit d. the servers
5. to enter e. the Internet
6. to lose f. technique
7. cyber-security g. the privacy
8. to access h. the website

6. Put the parts of the sentence into the correct

Word Order  order:

v . 1. 1svia username, for authentication, and password,

A typical method, over internet.

2. physical token, popular techniques, biometric
data, for two-way authentication are, Some other.

3. around the Globe, They have, may want an access, in a centralized sever,
offices present, and an employee, which 1s present.

4. password frequently, The password policy, to use strong passwords, of an
organization, to change their, that employees are forced, should be such, and
prompt user.

5. to the company network, of the method also use VPN, via hybrid, Some of

the, over internet, security authentication, larger organizations, which is one, to

provide secure access. )
1
1 r
. . . LETS
7. Discuss the questions:
1. What 1s authentication? -\‘/
2. A typical method for authentication over i B, ]

internet 1s via username and password, 1sn’t 1t?
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3. What 1s an additional arrangement for authentication that some
organizations have made?
4. What 1s two-factor authentication method?
5. Can you name any other popular techniques for two-way authentication?
6. Why does the authentication become more important nowadays?
7. What should the password policy of an organization be?

8. What does a hybrid authentication system combine?

8. Fill in the summary of the text with the linking words and phrases:

due to the fact that, however, such as, and

_
Fill &
'l'n A8 Nowadays the authentication becomes absolutely important.

‘H\QQQPS | The most common method for authentication over internet is

via 1
STstaniny

username and password. It 1s quite reliable. , some

organizations tend to use two-factor authentication method in order to protect
themselves from identity theft over internet. There are some other popular

techniques for two-way authentication biometric data, physical

token, etc. an easy password can be a cause of security flaw and

can bring the whole organization at high risk, it 1s a task for organization to

force employees to use strong passwords change them frequently.
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PROGRESSIVE TENSE FORMS

The Present Progressive is used to describe:
1. An activity at or around the time of speaking.
At present we are using this system software.

2. A fixed future plan.
Next week we are buying new equipment.

Time words with the Present Progressive: now, right now, at the moment,

nowadays etc.

‘Passive Voice’

Simpla Continuous Parfect _
= am/lisfare amfis/are havel/has |
% + + +
o V3[ed) beingV3(ed} |[beenVijed) |
- - - - |
L wWasware washweare had
E - -+ -

Viled) beingV3led) |beenVi(ed)
= will ba
2 - - -
L Vi{ed)

The Past Progressive is used to describe:

1. An activity at a definite time in the past (at 4 pm yesterday, from 3 to 5

69



yesterday, the whole day yesterday).
He was writing a report at 5 pm yesterday.
2. An activity which 1s a time frame for another activity.
While we were carrying out the experiment the other team was recording the

results.

The Future Progressive is used to describe:
1. An activity at a definite time 1n the future (at 4pm tomorrow, from 3 to 5
tomorrow, the whole day tomorrow). We will be
discussing multimedia development at 3 o ’clock
seminar tomorrow.

1. Choose the right tense form of the verbs in

the following sentences.

1. A computer is downloading / will be
downloading a free trial now.

2. 1 am listening / was listening to the online radio program while I was
going / went home.

3.  We were discussing / are discussing the benefits of e-learning from 2 to
3pm yesterday.

4. Interest mm multimedia products is growing / are growing rapidly
nowadays.

5. 1 was searching / were searching the Web for sites on digital cameras
while my groupmates were working / are working on their project.

6. The professor was demonstrating / demonstrated new techniques to
students when I entered / was entering the classroom.

7.  What will you doing / will you be doing in the computing centre from 3 to

4 pm tomorrow?
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1. Rewrite the following sentences using the Passive Voice forms.

1.  Nowadays new methods are replacing traditional ways of viewing media.
2. He was downloading audio files by native speakers from our website at 5
pm yesterday.

3. Were they setting up the laboratory equipment all day yesterday?

4. They are still considering the engineer's project.

5. While we were creating an interactive multimedia presentation, our

groupmates were carrying out a very important experiment.

6. Are they compiling a new program now?
7. People are increasingly using multimedia in education, advertising and
entertainment.

3. Complete the sentences with the correct tense

forms of the verbs in brackets.

1.  While Ann (to compile) a program the chief

engineer (to speak) to Nick.

2. He (to make) a report on multimedia applications at the moment.

3. What 1s the e-zine you (to look through) called?

4. Who you (to talk) on the phone just now?

5.  The engineers (to carry out) the tests while the assistants (to record) the
resultsWe (to speak) about the difference between DVDs and Blue-ray Discs at

3 o’clock seminar yesterday.

6. What you (to do) at 9 am tomorrow? - I (to take) the exam on pro-
gramming languages.

7.  Media streaming allows users to listen to an audio file while 1t (to
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download).

4. Work in pairs. Ask your partner what these

g g people:
(\ =

a)  are doing at the moment;

‘. b)  were doing at 5 p.m. yesterday;

¢  will be doing at 3 p.m. tomorrow.

1. Phillip (to create a file / to 2. Ann (to insert an 1image / to
browse the Web / to test a pro- download music files / to play online
gram). games).

3. Vicky and Mark (to connect a 4. Tim and David (to fix network
device / to surf the Web / to send  hardware / to play online games / to edit

e-mails). digital photo).
5. John (to set up a wireless 6. Jenny and Sam (to install a new
network / to create a photo collage program /to back up data/to use a
/ to download photos). library database).
5. Translate the following sentences into English:
1. MynpTuMenua - 3TO COBOKYHNHOCTh KOMIBIOTEPHBIX TEXHOJIOTHIA,
y @ %. OJHOBPEMEHHO HCIIOIL3VIOMNX rpaduky,
I
) TEeKCT, BHJIEO, AHUMAIIUIO U 3BYKOBEIE
y Translate ‘ Y —
= A ' N .
2. ol 2. IlocrosHHBII [OCTYn K OHJAH

pecypcaM,  JIEKIHSIM U JOPYTOMY
yaeOHOMY MaTepHaty SBISETCS OJTHUM U3

[IABHBIX MPENMYTIECTB IeKTPOHHOTO 00YUEHNUS.

3. B naHHBIT MOMEHT KOMITBIOTED 3arpykaeT OeclIaTHY MPOOHYI0 BEPCHIO

MPOTpaMMBI 00pabOTKU BHIEOMATEPHAIIOB.

4. -T'nme s mory moiayuuts HHGOpMaANUIO 00 3TOM MyIbTUMEAUITHOM Kypce? -

S oTnipaBisiro €€ BaM IO 3JIEKTPOHHOIT IOYTE MPsIMO celJac.

5. lloTokoBasg mepegada MeAua [AaHHBIX MO3BOIIET BaM MPOCIYIINBATH

aynuo (aitnel Bo BpeMs UX 3arpy3Ku.
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6. - TeOs He OBLTO B ceTn BUepa BedepoM. UeM THI OBLT 3aHAT? - Beck Beuep
BUEpa 51 TOTOBUJ IIPE3EHTAINIO HANIIETO HOBOT'O IIPOEKTa.
7. B To Bpems kak JleHHc pemakTmpoBal BHAeo Ha KommbroTepe, [laBen

3arpyai My3bIKajdbHbIe (aiiasl Ha cBoil cMapThOoH.

T
Speak

LISTENING AND
SPEAKING

Scan, watch the video ‘The science of witness identification’ and speak

about peculiarities of witnesses’ identification. Use these combinations:

Innocence Project

witness 1dentifications

consequences to this failure

the relevance of science

led to the 1dentification

applied research

in a position of influencing the witness's judgment
to 1dentify the suspect and the eyewitness

visual perception and memory

take into account information
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READING AND DISCUSSION

New methods of identification

DNA ['di:onert] JIHK

compel [kom pel] yOeInTh

seize [s1:z] 3BIMAaTh, KOH(PUCKOBEIBATh
repository [r1 pozitor] XpaHWINIIE

quadruplets [ kwodroplrt] YeTBEPO OIM3HEIOB
quintuplets [ kwintiplrt] IISITEPO OIIM3HEIOB

discriminating [dis'krimmertiy| OTIMYUTEITHHBII

ir1s [ aroris] pajayKHas 000JI0UKa I1a3a
odour [ 'auds] 3amax
hand geometry [d3r pmitri] MEeTO]I IACHTHPUKAITI

II0 TCOMCTPHH TaJOHH

brain fingerprinting JTAKTIIOCKOMNS TOJIOBHOTO MO3Ta
voice verification MIPOBEPKA, MOATBEPIKASHIE T0JI0ca
‘keystroke [ 'ki:strouvk] Ha)KaTHe KIaBUIIN
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surveillance systems [s3: 'verlons]  cucTema HaOIIOACHNA

1. Read and translate the text:

Identification 1s the most important and
vital function of the investigator in any
mvestigation he may conduct. In police
mvestigation 1identification 1s the proof

that the prisoner is the criminal wanted,

his distinctive marks being known; or the
pistol seized 1s the weapon used in committing the crime under investigation.
There are essentially four ways in which people can be identified:
1. physical appearance (eyewitness
identification);
2. fingerprints;
3. DNA;

4. dental records.

Eyewitness 1dentification 1s widely used in
identification. Eyewitness identification 1s one of the most effective means
available to police and prosecutors. It 1s compelling, and time after time it
convinces juries of the guilt of a defendant. The problem 1s, eyewitness
1dentifications are WRONG at least 50% of the time! So, 1dentification evidence
1s unreliable. It has been shown on many occasions that people who positively
1dentify a suspect are wrong because the suspect could not have been present at
the time of the crime. That 1s why judges must remind jurors of the weaknesses

and dangers of 1dentification evidence 1n their summing up.
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Fingerprint 1dentification has been around for a long time. It has nearly a
century of court acceptance in the United
States. In the case of fingerprints, impressions
can be taken and compared against fingerprints
stored in various repositories. Since a print of

one finger has never been known to duplicate

exactly another fingerprint — even of the same
person — it 1s possible to 1dentify an individual with just one impression. Studies
done by many examiners have shown that the fingerprints of identical twins are
different, as are the prints of triplets, quadruplets and quintuplets. In that sense,
fingerprint 1dentification has been found
to be even more discriminating than
the DNA of identical twins. Despite
such  factors as ageing and

environmental ifluences, a person’s

fingerprints do not change. Fingerprints
are used by police forces throughout Russia and in more than 30 countries.

DNA 1s an excellent way to 1dentify people, matching a known sample to an
unknown to confirm identification. Other than identical twins, each person’s
DNA profile 1s unique to them. DNA provides very accurate results. This
method 1s used for victim identification 1s mass disasters and for matching
crime scene DNA evidence with suspects or convicted offenders.

In the case of dental records, a person’s teeth can be compared to
dental records held by their dentist.

Except for the most commonly known and popular methods of biometric
identification — fingerprint biometrics and DNA 1dentification — there are some
other biometrical methods of identification which include iris scans, hand
geometry, facial identification, ear shape, body odor, brain fingerprinting,

signature dynamics, voice verification and computer keystroke dynamics.
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These technologies have many potential
uses in the criminal justice system: to
§ enhance access confrol and identity

verification 1n correctional facilities; as

| an investigative means for identifying
missing and exploited children as well as criminals captured by surveillance
systems. They can accurately identify people when they cash checks, cross
borders into the country, sign on to computer networks, on enter secure
buildings.

2. Read and translate the following international words without a
dictionary:

Information, role, organ, police, pistol, physical, dental, dentist, process,
effective, problem, to duplicate, individual, method, technology, factor, person,
unique, result, mass, popular, biometric, to scan, geometry, dynamics, computer,

potential, control, correctional, to exploit, system, check, to collect.

3. Study the following synonyms and opposites:

Synonyms SYNONYMS
to observe = to
search

to be around = to be used
various = different

examiners = researchers
discriminating = to distinctive
to match = to compare

to confirm = to verify
correctional facility = prison

secure = safe
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Antonyms
the same — different
impossible - possible
identical twins — fraternal twins
to enter — to go out
positively — negatively

to be absent — to be present

4. Learn the connectives given to understand the text

where by — mocpecTBom gero that 1s why — BoT mouemy

at least — mo kpaiineii mepe despite — HECMOTps Ha
since — TaK Kak except for — nckmoUYeHEM
in that sense — B 3TOM cMEICIIE as well as — a Taxoke

5. Agree or disagree

1. Fingerprint identifications are wrong at least 50%

> DisAGREE Sy

2. DNA provides very accurate results.

3. Eyewitness 1dentification 1s an excellent way to identify people and 1s widely
used to convince juries of the guilt of a defendant.

4. Fingerprints are used by police forces in more than 30 countries.

5. Studies done by many examiners have shown that DNA of identical twins 1s
different as 1s DNA of triplets, quadruplets and quintuplets.

6. Biometrical methods of identification have many potential uses in the
criminal justice system.

S. Complete the sentences with one of the words from the box

circumstances, fragile, evaluate, records, sketch, beyond reasonable doubt, summoned
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1. The guilt of the accused must be proved :

2. An 1nvestigator should collect, sort and
information.

3. The investigator searches a crime scene to

establish vital for the investigation.

4. He was to the court as a witness.

5. The investigator took measures to prevent destruction
of any evidence.

6. The final phase in documenting the crime scene is making a crime scene
7. For the evidence collected by the investigator to be valid in court, it must be

presented in the form of of interrogation, crime search, etc.

6. Discuss the questions:

6r‘oup DISCUSS'O” 1. What are the four commonly used ways

'. !- q__zhl ’. in which people can de identified?

2. What are the two most commonly

known and widely recognized methods
of biometric identification?

3. What 1s the most discriminating and
reliable method? Why?

4. What 1s the least reliable method? Why?

5. What method 1s used for victim identification in mass disasters?

6. What are some other biometrical methods of identification except for
fingerprint biometrics and DNA identification?



7. Choose the right variant:
1. ... 1s a person who gives a police officer confidential information about a

crime as his civic responsibility and duty.

a. informant b. burglar
c. lawyer d. criminal
2. ... 1s defined as a verbal picture or description of a
human body.
a. Biometrics  b. The portrait parle c.
Graphology d. DNA

3. The confrontation of a suspect in custody with an eyewitness 1s called ... .
a. interrogation b. investigation c. line up d. arrest

4. The methods and techniques employed by the suspect, are known as ... .

a. salient features b. physical appearance c. modus operandi  d.
identification

5. ... establishes identification beyond any doubt.

a. Fingerprint  b. Eyewitness identification c. Graphology  d. Line
up

6. Graphology i1s the analysis of the physical characteristics and patterns of ...

a. fingerprint b. handwriting c. salient features d.
investigation
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JUST FOR FUN

THE VOICES IN YOUR
HEAP ARE ASKING ME
TO PAY A RANSOM.,

/ ‘ ' CYBERSECURITY

&) \/ENT URES

CYBERSEQURITY VENTURES . oM
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SUPLEMENTARY READING

THE INTERNET OR WWW?

The Internet has become so ubiquitous it 1s
hard to imagine life without it. It's equally hard
 to imagine a world where "www" 1sn't the prefix

of many of our online activities. However, just

because the Internet and the World Wide Web

are firmly intertwined with each other, it does
not mean they are synonymous. Let's go back to
when 1t all began.

Mention the history of the Internet to a group of people, and chances are
someone will make a snarky comment about Al Gore claiming to have invented
it. Gore actually said that he "took the initiative in creating the Internet. So how
did the Internet really get started? Unbelievably, it all began with a satellite. In
1957, the Soviet Union launched Sputnik, the first manufactured satellite.

Americans were shocked by the news. The Cold War was at its peak, and the
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United States and the Soviet Union considered each other enemies. If the Soviet
Union could launch a satellite into space, it was possible it could launch a
missile at North America. President Dwight D. Eisenhower created the ARPA in
1958 as a direct response to Sputnik's launch. ARPA's purpose was to give the
United States a technological edge over other countries. One important part of
ARPA's mission was computer science. In the 1950s, computers were enormous
devices that filled entire rooms. They had a fraction of the power and processing
ability you can find in a modern PC. Many computers could only read magnetic
tape or punch cards, and there was no way to network computers together.
ARPA aimed to change that. It enlisted the help of the company Bolt, Beranek
and Newman (BBN) to create a computer network. The network had to connect
four computers running on four different operating systems. In 1990, Tim
Berners-Lee developed a system designed to simplify navigation on the Internet.
In time, this system became known as the World Wide Web. It didn't take long
for some people to mistakenly identify the Internet and the Web as the same
thing. The Internet is a global interconnection of computer networks; the World
Wide Web is a way to navigate this massive network. In sailing terms, it's like
comparing an ocean to a ship.

Most early Internet users were government and military employees, gradu-
ate students and computer scientists. Using the World Wide Web, the Internet
became much more accessible. Colleges and universities began to connect to the
Internet, and businesses soon followed. The creation of the World Wide Web
came with the help of a man named Tim Berners-Lee. In 1990, he developed the
backbone of the World Wide Web -- the HTTP. People quickly developed
browsers which supported the use of HTTP and with that the popularity of com-
puters skyrocketed.

You might be wondering at this point what exactly HTTP is -- it's simply
the widely used set of rules for how files and other information are transferred

between computers. So what Berners-Lee did, in essence, was determine how
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computers would communicate with one another. For instance, HTTP would've
come into play if you clicked the
source link in the last paragraph or
you typed the http://www.iseu.by
URL into your browser to get to our

university page. But don't get this

confused with Web  page

programming  languages  like
HTML and XHTML. We use those to
describe what's on a page, not to communicate between sites or identify a Web
page's location.

So, i1f there 1s any difference between www and the Internet?

To answer this question, let's look at each element. Simply, the Internet is a
network of networks -- and there are all kinds of networks in all kinds of sizes.
You may have a computer network at your work, at your university or even one
at your house. These networks are often connected to each other in different
configurations, which 1s how you get groupings such as LANs and regional
networks. Your cell phone 1s also on a network that is considered part of the
Internet, as are many of your other electronic devices. And all these separate
networks -- added together - - are what constitute the Internet. Even satellites are
connected to the Internet.

The World Wide Web, on the other hand, is the system we use to access the
Internet. The Web 1sn't the only system out there, but it's the most popular and
widely used. (Examples of ways to access the Internet without using HTTP
include e-mail and instant messaging.)

So another way to think about it 1s to say the Internet 1s composed of the
machines, hardware and data; and the World Wide Web 1s what brings this tech-
nology to life.
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TEMA III. PACCJIEJOBAHME IT NPECTYIIJIEHUI

CYBER CRIME

Investigation Course

1. Part of speech: conjunctions.

2. Reading and speaking: Investigation of cybercrime
3. Grammar reference: Infinitive

4. Listening and speaking

5. Reading and discussion

6. Supplementary reading

' @@@@J@N@TH@N s

D i
CONJUNCTIONS

! Conjunctions are words and phrases, which join parts of a sentence to-
gether. They are:

Coordinating (such as or, and, but, yet, for, nor, so). When a coordinating
conjunction connects two independent clauses, it 1s often (but not always) ac-
companied by a comma. When the two independent clauses connected by a co-
ordinating conjunction are nicely balanced or brief, many writers will omit the
comma. The comma 1s always correct when used to separate two independent

clauses connected by a coordinating conjunction.
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Correlative (such as not only ... but also; neither ... nor...; whether ... or.
shoth ... and ... ; not... but. ;as. as. ; either ... or. are combined with other words,
always travel in pairs, joining various sentence elements that should be treated
as grammatically equal).

Conjunctive Adverbs (such as however, moreover, nevertheless, conse-
quently, as a result are used to create complex relationships between ideas).

- Subordinating (sometimes is called a dependent word which comes at
the beginning of a Subordinate (or Dependent) Clause and establishes the rela-
tionship between the dependent clause and the rest of the sentence. It also turns
the clause into something that depends on the rest of the sentence for its

meaning).

after as long aseven ifnow thatso thatunless where
although |as thoughleven once [than thatuntil whenwhereas
as because though ifirather [though |whenever wherever
as if before if only inthan till while
order  [since

that

In general, there are six main types of conjunctions:

a) Addition: Furthermore, many people began to post things other than
event listings—including job openings, for which Newmark soon set up a sepa-
rate category on the list.

b) Result: Thus Rich Text Format (RTF), a format that includes most ge-
neric document features, is supported by most modern word processors.

¢) Reason: Owing to the fact that more than one channel is used for down-
link, the GPRS mobile phones make possible greater data transmission speeds.

d) Time: Thirdly, it is difficult to implement certain kinds of basic queries
using SQL and relational databases, such as the shortest path between two

points.
86



e) Example: For instance, if your code contains numbers with many digits,
use an underscore character to separate digits in groups of three, like a comma,
or a space, as a separator.

fy Opposition: Although, there is a boolean in some C++ compilers, boolean
1s not a basic type in C.

g For more extra information you can visit
http://grammar.ccc.commnet.edu/grammar/conjunctions.htm

Insert a suitable conjunction in each

gap:
Insert
for example |owing to however thus
so that furthermore although or

1) you must be careful when mixing different data types, sometimes there
are good reasons to do so.

2) amachine with 32 address lines can handle up to 32 bits,

3) 3) 4 gigabytes (billions of bytes) worth of addresses.

4y 1n the amount of time you spend trying to figure it out, you could

already have the program finished in Visual Basic or C#.

5) Bind data to tests you can use data-
driven tests ( 6) to search for keywords in a database).
79 you should avoid using the converted value for computational

purposes, 8) the problems associated with the use of floating-point data types

with monetary data.
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speqking

Cyber Crime Investigation

1. ?Study the following words and combinations:
Intangible[in tanjob(a)l] — Heouy TUMBIH
threat [threat] — yrpo3a, omacHocTb
transient[ traenziont]— HEOJTOBEUYHBIN, MUMOJICTHBIM

volatile [ 'vplotail] - u3MeHUNBBIIHA
density [ densiti] - IIOTHOCTH
foster [ fosto] - ctumynupoBath

challenge [ffelindz] — mpobOnema, TpyaHOCTH

identity theft [ar'dentotr 'Oeft] — xumenue nMUHBIX (KOHPUACHIIMAIBHbBIX )
JTAHHBIX;

sensitive information ['sen(t)sitiv info'meif(o)n] — BaxkHas (3HauuMas,
CeKpeTHas, KoH(DuIeHIIUabHAsA, KpUTUYHAS, IIeHHas1) HHPOpMaIUs; YI3BUMAs
uHbopMaIus;

punishable ['pAnifobl] — HakazyemblIil, 3aCTyKUBAIOIINI HAKA3AHMS;

ethical ['eO1k(o)I] hacking — »TU4HBIN B3JIOM, XaKUHT;

to violate ['vaislert] — Hapymiarh; mpecTynarh;

peer sharing [p1o '[eorin] websites— BeO-caliThl ¢ (QyHKIHMEH oOMeHa
daiinamu;

to encourage [m'karidz] — moomipsiTh, COIEHUCTBOBAT;

to prevent [pri'vent]| — MelIaTh, MPEMSITCTBOBATh, HE IOMYCKATh;

to backup ['bekap] — BeIMONHATH MyOIMpOBaHKE; pE3EPBHOE KOMMUPOBAHUE
(maHHBIX);
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explicit [1k'splisit] permission— siBHOE pa3penicHue;

multitude ['maltitju:d] — MHOXecTBO, O0OIBIIIOE KOTUIECTBO;

modus operandi ['moudos, opa'rendi:] — CIoco0 COBEpIIECHUS
PECTYTUICHUS;

harassment [ho'reesmont] — mpecienoBaHue; TOMOTaTeIbCTBO;

to stalk — CKpBITO MpeciieI0BaTh; BBHICICKUBATH;

stalker — ipecnemoBaTen;

wherein [(h)wea'rin] — B yewm, rag;

cash transaction ['ka[treen'zaek[(o)n] — caenka 3a HATUYHBINA pacyeT;

to spoil [spo1l] — mopTuTh; HAHOCUTH YIIIEOD;

intellectual property [ mt(o)lektjusl  'propoti] — uHTENIEKTyalIbHAS
COOCTBEHHOCTbD;

counterfeiting ['kauntofitin] — moanenka (He3aKOHHOE U3TOTOBIICHUE KOTIHIA
4ero-ianoo);

fake [feik] — moanenbHBIN, (aTbITUBIN;

child abuse [9'bju:s] — xkecTokoe oOpalieHue ¢ AEThMU;

to solicit [so'lisit] — qomoratbcs.

2. Read and translate the text:
Investigation

Cybercrime investigation is a specialized field that focuses on identifying,
analyzing, and mitigating computer-based crimes and malicious activities in
cyberspace. It involves using digital forensics and other specialized tools to
investigate various cybercrimes like hacking, phishing, malware, data breaches,
and identity theft. The goal is to identify perpetrators, preserve evidence, and
collaborate with law enforcement to bring cybercriminals to justice.

Investigating cybercrime is not an easy task, as most of the evidence is
intangibleandtransient. Cybercrime investigators seek out digital traces, which
are oftenvolatile and short-lived.

Legal challenges also arise owing to problems of borders and
jurisdictions. The investigation and prosecution of computer-related crime

highlights the importance of international cooperation.

89



The increasing density of ICTs also increases the frequency of domestic
computer-related crime, which

requires states to establish

TION
A TELECOMMUNIG
il TECHNOLOGY

domestic legislation. National

laws adapted to address cyber

crime may be required to

effectively respond to foreign

requests for assistance or to
obtain assistance from another
country. Compatibility with the laws of other nations 1s an essential goal when
developing legislation; international cooperation i1s needed owing to the
international, transformer nature of computer-related crime. Formal international
mechanisms are needed in order to respect States’ sovereign rights and to
facilitate international cooperation. For mutual legal assistance to function
successfully, substantive offences and procedural powers in one jurisdiction
ought to be compatible with those in another.

Digitpol's cybercrime investigations follow a rigorous process to ensure

that all evidence is collected and analyzed in a

legally admissible manner. The process

typically mmvolves the following steps:

1. Identification: The first step 1s to
identify that a cybercrime has occurred.
This may involve detecting unusual network
activity, unauthorized access to systems or data, or other signs of a cyber
attack.

2. Preservation: Once the cybercrime has been 1dentified, the next step is to
preserve any digital evidence related to the incident. This may involve
imaging hard drives, copying data from servers, or preserving network

traffic logs.
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3. Analysis: The preserved digital evidence is then analyzed to determine
the source and scope of the cybercrime. This may involve examining
network traffic, examining logs, and examining files and folders on
computers or other devices.

4. Reporting: After the analysis 1s complete, a detailed report 1s prepared,
outlining the findings of the investigation. This report may be used as
evidence in legal proceedings, and must therefore be prepared in a manner
that 1s legally admissible.

5. Remediation: Finally, remediation measures are put i place to prevent
similar cyber attacks from occurring in the future. This may involve
patching vulnerabilities, updating security software, or implementing new
policies and procedures to improve cybersecurity.

Throughout the mvestigation process, Digitpol's team of experts work
closely with clients to provide regular updates and recommendations on how to
best mitigate the damage caused by the cybercrime. The goal 1s to quickly
identify the source of the attack, contain the damage, and restore normal

operations as quickly as possible.

What is Cybercrime?
Cybercrime refers to
criminal  activities  that  are
m committed using the intermet or

(E, other forms of computer networks.

This can include a wide range of
activities such as hacking, identity
theft, online fraud, and the distribution of malware or other malicious software.
Cybercrime can also include activities such as cyberstalking and cyberbullying.
The rapidly increasing use of technology has made cybercrime a major concern

for individuals, businesses, and governments around the world.
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While law enforcement agencies are trying to solve cybercrimes, their
number is growing steadily and many people have become victims of hacking,
theft, identity theft and malicious software. One of the best ways to avoid being
a victim of cybercrimes and protecting your sensitive information is by making
use of impenetrable security that uses a unified system of software and hardware
to authenticate any information that is sent or accessed over the Internet.

There are many types of cybercrimes and the most common ones are
explained below:

Hacking: This is a type of crime wherein a person’s computer is broken
into so that his personal or sensitive information can be accessed. In some
countries, hacking is classified as a felony and punishable as such. This is
different from ethical hacking, which many organizations use to check their
Internet security protection. In hacking, the criminal uses a variety of software to
enter a person’s computer and the person may not be aware that his computer is
being accessed from a remote location.

Malicious Software: These are Internet-based software or programs that are
used to disrupt a network. The software is used to gain access to a system to
steal sensitive information or data or causing damage to software present in the
system.

Theft: This crime occurs when a person violates copyrights and downloads
music, movies, games and software. There are even peer sharing websites which
encourage software piracy and many of these websites are now being targeted
by the FBI. Today, the justice system is addressing this cybercrime and there are
laws that prevent people from illegal downloading.

Digital piracy is defined as the illegal copying of digital goods, software,
digital documents, digital audio (including music and voice), and digital video
for any other reason other than to backup without explicit permission from and
compensation to the copyright holder. The Internet facilitates digital piracy

because the network allows crime to take place detached from the owner. For

92



example, digital music piracy is committed through a multitude of modus
operandi. The issue of digital piracy has become a topic of immense concern,
such that it has attracted the attention of legislators, academics as well as
business executives.

Cyber Stalking: This is a kind of online harassment wherein the victim is
subjected to a barrage of online messages and emails. Typically, these stalkers
know their victims and instead of resorting to offline stalking, they use the
Internet to stalk. However, if they notice that cyber stalking is not having the
desired effect, they begin offline stalking along with cyber stalking to make the
victims’ lives more miserable.

Identity Theft: This has become a major problem with people using the
Internet for cash transactions and banking services. In this cybercrime, a
criminal accesses data about a person’s bank account, credit cards, Social
Security, debit card and other sensitive information to siphon money or to buy
things online in the victim’s name. It can result in major financial losses for the
victim and even spoil the victim’s credit history.

Intellectual property crime is a serious financial concern for car
manufactures, luxury goods makers, media firms and drug companies. Most
alarming according to Interpol, is that counterfeiting endangers public health,
especially in developing countries, where the World Health Organization
estimates more than 60 percent of pharmaceuticals are fake goods.

Child soliciting and Abuse: This is also a type of cybercrime wherein
criminals solicit minors via chat rooms for the purpose of child pornography.
The FBI has been spending a lot of time monitoring chat rooms frequented by

children with the hopes of reducing and preventing child abuse and soliciting.

EXERCISES

Ilens 3amaHuii - AaKTHUBU3ALMA HOBOIO JIEKCMYECKOTO Marepuasa,

pPa3BUTHE HABBIKOB MOHOJIOTMYECKOW U JUAIOTUYECKON PEUH.
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3. Find in the text words and word combinations which mean:

- a serious crime, such as murder or arson;

- the action or crime of stealing;

- copymng and archiving of computer data so it may be used to restore the
original after a data loss event;

- physical, sexual or emotional maltreatment or neglect of a child or children;

- to break into computers and computer networks;

- intangible goods that exist in digital form;

- creations of the intellect for which a monopoly is assigned to designated
owners by law;

- unwanted or obsessive attention by an individual or group toward another
person;

- the state of being free from danger or threat;

- privileged or proprietary information that only certain people are allowed to

see and that 1s therefore not accessible to everyone.

4. Read the statements and say if they are TRUE or FALSE. Correct the
wrong sentences:
1. Many people have become victims of

hacking, theft, identity theft and malicious

software.

2. You should use secure unified system of
hardware and software to authenticate any information that 1s sent or accessed
over the Internet.

3. In many countries, hacking 1s classified as a misdemeanor.

4. Malware 1s used to gain access to a system to steal sensitive information or
data or causing damage to software present in the system.

5. There are no laws that prevent people from 1llegal downloading.
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6. Digital piracy occurs when a person violates copyrights and downloads
music, movies, games and software.

7. Stalkers use the Internet to stalk their victims whom they know well.

8. Identity theft and intellectual property crime can result in great financial
losses.

9. Chat rooms are not frequented by children.

10. One of the main concerns of FBI 1s reducing and preventing child abuse and
soliciting.

S. Put the parts of the sentence into the correct order:

1. 1s growing, The problem of, cybercrimes, OIRIDIEIR
steadily. *M
2. types of, There are, many, cybercrimes. @

3. Internet security protection, use ethical hacking,
to check their, Many organizations, their. @ @
4. a network, Malicious software, 1s used, to

disrupt.

5. a topic of immense concern, The issue of digital piracy, has become.

6. a barrage of, In cyberstalking, online messages and emails, the victim 1s
subjected to.

7. financial losses, Identity theft, can result in.

8. endangers, public health, Counterfeiting.

9. children, via chat rooms, can solicit, Criminals.

10. very dangerous, Cyber criminals, are.

Read the text “TYPES OF

Q CYBERCRIMES” again and find
ta sentences talking about:

a) the current problem of cybercrimes;

b) a way to avoid being a victim of

cybercrimes;
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c) cybercrimes concerning sensitive information;

d) cybercrimes associated with financial data;

e) cybercrimes concerning humans and their lives.
7. Discuss the questions:

1. Investigating computer-related crime is not an easy task, is it? Why?

2. Why do the investigation and prosecution

7
of computer-related crime highlight the importance LET s

of international cooperation? [l IS c Uss

3. Are formal international mechanisms
needed in order to respect states’ sovereign rights and to facilitate international
cooperation?
4. What can we do to stop computer crimes?
5. What other threats can a computer user encounter?
Group work:
Divide in groups and find possible ways of solution to the problems of computer

security.

8 Complete the sentences using the words in brackets:

crime, fraud, email, anti-spam, divided, hacker

Computer.....encompasses a broad range of
\, activities. Generally, however, it may be....into two
categories: (1) crimes that target computers directly; (2)

crimes facilitated by computer networks or devices, the

primary target of which is independent of the cats network

or device.

Spam, or the unsolicited sending of bulk .....for commercial purposes, is
unlawful in some jurisdictions. While....... laws are relatively new, limits on
unsolicited electronic communications have existed for some time.

Computer ...1s an act performed by a knowledgeable computer user,

A
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sometimes referred to as a ... that illegally browses or steals a company's or

individual's private information.

INFINITIVE

Forms of the Infinitive

Active Voice Passive Voice
Simple (to) repair (to) be repaired
Continuous (to) be repairing —

. (to) have been
Perfect (to) have repaired
repaired

Perfect Continuous |(to) have been repairing

The Simple Infinitive refers to the present or future action.
I know him to be a good programmer. 1'd like to update my antivirus.
hd W el \
! — =% S5, The Continuous Infinitive expresses an

action happening now. He must be fixing a

network connection now.

The Perfect Infinitive shows that the

"% Infinitives
A

“* action of the Infinitive happened before the
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action of the verb.

When was the data backed up? It appears to have been backed up to the
company’s mainframe during the night.

The Perfect Continuous Infinitive 1s used to put emphasis on the duration of
the action of the Infinitive, which happened before the action of the main verb.

She looks tired. She seems to have been working all morning.

1. Put the verbs in brackets into the correct form :

1. - Is Sally driving home from work? - Yes, she seems
(drive) now.

2. - Did you read the news about a new robot from Seiko Epson? - Yes, it’s
amazing! Engineers claim  (design) the robot that can autonomously execute
tasks by recognizing the position of objects in 3D space.

3. - When do you want the files? - Theyneed  (restore) by tonight.

4. -Is Dan in his room? - Yes, he must  (talk) on his mobile.

5. - My screen 1s frozen. - You’ll have to ask an IT technician  (come)
and have a look.

6. - When was the equipment installed? - It appears  (set up) during the
week.

7. Always remember  (take) a back up.

8. - Try to phone Max at the office if he’s not at home. They must  (test)
the program all day.

The to Infinitive is used:

1) to express purpose = in order + to infinitive.

Robots use different kinds of sensors (in order) to collect the information they

need.

2) to express reason after too / enough constructions.

Robots are used in the environments that are too dangerous for humans to

go.

Robots are accurate enough to perform surgery.
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3) as the subject of a sentence

It’s important for a robot to have different kinds of sensors. =

To have different kinds of sensors is important for a robot.

4) after certain verbs. These include: agree, begin, decide, would like,
intend, manage, want, use, appear, seem, claim, etc.

The engineers want to design a robot that can show emotions.

Note: we can use not + to Infinitive.

The company decided not to develop the new network.

5) after allow, enable, permit, recommend, expect, encourage, cause, force
+ object (see Complex Object).

Pressure sensors allow a robot to handle delicate items.

6) after question words (where, how, what, who, which).
Their Maths teacher explained how to solve the problem.

Note: If two infinitives are joined by ‘and’ or ‘or’, the ‘to’ of the second

infinitive can be omitted.

I want to call Margarita and invite her to the party.

The Infinitive without to (Bare Infinitive) is used:

1) after modal verbs (except for ought to, have to, to be to)
Robots can be sent underwater or into space.

2) after make, let, see, hear, feel + object (see Complex Object)

Actuators let robots move in different directions.

BUT in the Passive form: be made / be heard / be seen + to Infinitive (see

Complex Subject)

He was made to reprogram a robot.

Note: help can be followed by the Infinitive with or without to.
Robots help humans (to) handle radioactive waste.

2. Insert to where necessary. Translate the sentences:

!nsert 1. Robots are helpful in activities which are too boring

for humans  do.
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2. The computer sends signals to the robot ~ make it  perform each step
of a task.

3. Science-fiction robots can often  think for themselves, talk, and walk
easily on two legs.

4.  Robots allow doctors  see inside the body through tiny incisions.

5. Unlike in the movies, robots are unable  think or  make decisions
like people.

6. Run down batteries caused the Mars rover  stop moving.

7. NASA uses robotic arms =~ move large objects in space. This helps
astronauts  work more safely and quickly.

8. It’s ideal =~ wuse robots for pick and place operations, assembly and

quality control inspections.

3. Put the words in the sentences in the correct
order. Translate the sentences and analyze the use of
the Infinitive.

1. Visual Basic / easy /1s / to learn / 1t?

2. the cables / not / the engineers / to touch / the

employees / warned.

3. totest/1t’s / different / the programs / conditions /
under/ advisable.

4. robots / difficult / people / to perform / hazardous / use / and / tasks.

5. spyware / perform / can / your PC / make / slowly / more?

6. 1mportant / a good / to use / errors / 1t’s / debugger / to fix.

7. voice / a lot of / applications / to develop / companies / for web access / are
trying.

8. tablet computers / to save / have / in order / space / few ports / very.

9. On/ to be placed / your desk / 1s designed / a desktop PC.
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Complex Object with the Infinitive

The structure can be:

Subject + Verb + Object + to Infinitive or
Bare Infinitive

The Object can be a name, a noun or an

object pronoun (me, you, him, her, us, them).

We expected Tom to fix the computer.

Would you like me_ to reboot the system

again?

Complex Object is used after the following verbs: want, would like, expect,

ask, allow, enable, permit, let, force, cause, make, etc.

4. Rephrase the following sentences as in the example:

Example: Why don’t you come to the Robot Exhibition with us? (I would like)

I would like you to come to the Robot Exhibition with us.

1.

2.

3.

4.

5.

They must upgrade the system now. (I want)

He followed a link in the phishing e-mail. (The cybercriminals made)
Don’t use this search engine. (I wouldn’t recommend)

I think Katie should save her work regularly. (I would like)

If you have a broadband connection, you are able to watch videos online.

(Having a broadband enables)

6. Nick said I could use his laptop. (Nick allowed)

7. The robots have antennas that pick up the message commands. (Antennas

let)

101



Complex Subject with the Infinitive

Complex Subject

EnglishMix. ru

The structure can be:
1. Subject + Verb in the passive form + to Infinitive

He is said to be a good programmer.

Complex Subject is used after the following verbs: see, hear, think,
consider, know, expect, believe, say, report etc.
2. Subject + Verb in the active form + to Infinitive

You seem to have a new smartphone.

Complex Subject is used after the following verbs: seem, appear, happen,
turn out, prove, chance.
3. Subject + be + adjective / adverb + to Infinitive

She was happy to win the prize.

He is sure to come.

Complex Subject is used after the following adjectives: happy, glad, sorry,
pleased, (un) likely, sure, certain etc.

5. Identify the Complex Subject. Translate

the sentences and analyze the use of the
ldentily
Infinitive:
1. Some robots can be controlled from great
distances, such as from Earth to Mars!
2. Robot installation for such tasks as packaging, palletizing, and filling is
expected to see continued growth.

3. Japanese manufacturers were the first to fully use robotics.
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4. Honda Motor Company’s ASIMO robot is considered to be the world’s
most advanced humanoid robot.

5. It 1s interesting to note that most of the companies that use robots well
within their manufacturing areas also develop and build their own robots.

6.  All smart devices in future are sure to use capacitive screens.

7. The use of robots in assembly 1s expected to increase because of the high

cost of manual labour.

6. Correct the mistakes :
- B 1.  It’s important of a robot to be able to sense its
N“ST AK;: ; surroundings.
2.  The browser lets you to enter information
into websites.
3.  Robots can also replace humans who have do dull, repetitive tasks.
4.  Androids are designed to look and to behave like a human.
5. A robotic arm can to move in various directions.
6.  Surgical robots are programmed to be assisted human surgeons in very

delicate microsurgery operations.

7. Dual-arm robots certain have vision and force sensors.
8. Translate from Russian into English using active vocabulary :
1. HeoOxoammo mnepenporpaMMupoBaTh poOoTa, YTOOBl HAYaTh BBIIMYCK

HOBOII IPOIYKIIUH.

2. Yaamute HeckoIbKo (hailIoB, YTOOBI OCBOOOJNTH MECTO Ha KECTKOM
TIIICKE.
3. DTOT Mapoib JOCTATOYHO HeOE30IAacHBIIl, YTOOBI €ro MCIOIb30BaTh A

JTIOCTYTIA B CHCTEMY .
4.  OOyuarp poOOTOB - 3TO OJHO U3
NEPCIEKTUBHBIX HAIPaBJIeHUII B Pa3BUTHH

pOﬁOTOTeXHHI{H.
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5.  Baxso 00HOBmMATH aHTHBHpPYCHOe [IO perymspHO IS TOTO, YTOOBI
MPEOTBPATUTH 3apaXKeHNe KOMITBIOTEpPa.

6. Mmpl oxugaeMm, 94To poOOTHI B ITOM IleXe OyAyT padoTaTh C OojbImeil
CKOPOCTBIO H BBICOKOI TOUHOCTEIO.

7. - Kak po6otsl Bumar? - CucreMa CTEpEOCKOMITYECKOTO 3PSHHS MO3BOIIAET
poOoTaM MOCTPOUTH TPEXMEPHYIO MOJIeTh TOTO, C 4YeM OHH paboTamT u

AIalITUPOBATECA K OKPYKCHHUIO Ha HpOHSBOI[CTBGHHOfI JIITHHI.

LISTENING AND
SPEAKING

O
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READING AND DISCUSSION

keystone [ ‘ki:stoun| — ocHOBHOI pUHITATI

mean [mi:n] - o3Ha4YaTh, 0003HAYATH

Reconstruct the happening [ ‘ri:kons’trakt] — MBICTIEHHO BOCCO3/1aTh IIpOMIEAIIEe
successful [sok'sesful] — mpecTymHEII, yenemHEIT

available [a'veilobl] — mocTymHEIH, IMEIOIUIICS B pacIOPSKEHUN
participate [pa:'tisipeit]| - yaacTBOBaTh

attribute ['atribju:t] — cBolicTBO, XapaKTepHEIIT IPU3HAK
dedication [,dedi'keifan] — mpeIaHHOCTE, CAMOOTBEPKEHHOCTH
courage ['karidz] — xpabpocTs, cMenocTh, oTBara

aptitude ['@ptitju:d] — CKTOHHOCTH, CIOCOOHOCTH

intelligence [m'telidzons] —ym, nuaTETIIEKT

sleuthing powers ['slu: 61n' pauaz]| — ceICKHEIE CIOCOOHOCTH
knowledgeable ['nolidzabl] - ocBegommneHHEI

fundamentals [,fando'mentlz] - ocHOBEI

marksmanship ['ma:ksmon/ip]| — meTkas ctpenrda

depend on (upon) [di'pend] — 3aBuCeTH OT

overt ['ovat]| — rimacHsIit
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undercover (covert) ['Anda,kava] ['kavat] — HeTITacHBIH
penetrate ['penitreit]- BHEAPSITHCS

surveillance [so:'veilons] — HerIacHBIM HaA30p

underworld ['Andowa:1d]-nipecTynHbIit Mup

ferret out' serious crimes, etc. ['ferit] — BeIMCKUBaTh, pa3BeabIBaTh , COOUPATH
HH(OPMAITUIO O CEPbE3HBIX MPECTYIUICHUIX

frustrate-[fras'treit] — paccTpauBaTh, CKphIBaTh

operate in plain clothes [kloudz] — paboTaTh B ITaTCKOM OJICkKIE
lay an ambush ['lei oan' @mbuf] - ycTpauBats 3acany

a plain-clothes man, a sleuth, a CID man [slu: 0] -cbrmuk

come to know - y3HaBath

distinctive marks [dis'tiy (k)tiv 'ma:ks] - mpumeTst

close associate ['klous o'souiit; o'sousiit]- OJU3KUIM COyIaCTHUK
become familiar [fo 'miljo ] - mo3HakOMUTBCS

salient feature['seiljont 'fi:tfa] — xapakrepHas 0COOEHHOCTh
modus operandi ['moudas ‘oparondi] —crioco6 nericTBuUs
common sense ['komon 'sens] — 31paBbliii CMBbICIT

touch [tatf] - mpukacaTecs

disturb [dis'ta:b] —6ecniokonTs, HapyIIATH

informant [in'fo:mant] — ucrounuk uHGopmanuu

confidential [,konfi'denfal] - cexpeTHblii

define [di'fain] — onpenensaTy/ kBaTUPUIIUPOBATH

catch [keetf] —moitmaTh

bring a charge [tfa: d3] —BbIABUraTH OOBUHEHHE

neutralize ['nju:trolaiz] o6e3BpeauTH

bring the criminal to justice - mnpuBIeYb NPECTYNHHKA K YTrOJIOBHOH

OTBETCTBCHHOCTH
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Read and discuss the text:

L J Criminal nvestigation is the keystone of

CRIMINMH N the police service. Investigation means a search

Techniques . for the truth, for the offender, for witnesses who

help to reconstruct the happening and will
present evidence of it in court.

No successful investigation 1s available without participation of highly
professional policemen - patrol officers, detectives or investigators - who
possess courage, intelligence, dedication, competency, self-command,
specialized investigative aptitudes and professional instinct, 1.e. some sleuthing
powers.

To ferret out serious crimes and detect those who commit them a police
officer should do his best in performing his job. He should know not only
theoretical fundamentals of law enforcement but he should also be skilled in
marksmanship, driving a patrol car, communicating with the public.

The work of an investigator includes covert and overt functions.

An 1nvestigator often operates in plain clothes in his undercover work. He
comes to know personally the offenders of the specific criminal specialty, their
friends, their relatives and close associates. He also lays an ambush and
conducts surveillance, penetrates the underworld, works with the informants.
The informant 1s a person who gives the police officer confidential information
about a crime as his civic responsibility and duty.

In case the investigating officer
works at the crime scene he defines
the crime quickly and examines the
scene very carefully before he

touches and disturbs anything. He
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takes active measures to detect the offender that is to identify, locate and
apprehend an evil- doer. He usually takes pictures of the scene and its objects,
collects and protects evidence, interviews witnesses and persons for discovery of
stolen property and instruments of the crime.

No doubt quick and accurate crime investigation and solution catching,
neutralizing and bringing the criminal to justice is essential. At the same time a

very much more important and difficult thing 1s crime prevention.

1. Translate into Russian:

no confidential information, some efforts, his intelligence, their functions, this
keystone, her sleuthing powers, every plain-clothes man, a sleuth, an informant
possessing information, my specialty, another close associate, little common
sense, our salient features, that discovery, another search.

2. Translate into English
MPOBOANTE pacciefoBaHne, 0071a1aTh CHICKHBIMU CIIOCOOHOCTSIMU, PacKpHIBATh

MpecTyIUIeHue, JelaTh BCe BO3MOXKHOE, YCTpamBaTh 3acajay, HIPOBOIHUTH
HEeTJIaCHBINT Haa30p, paboTaTh MOJ MPUKPHITUEM, BHEAPATHCSA B MPECTYIHBII
MHp, 3a7ep’kKaTh IIPAaBOHAPYIIUTENS, 3alIUINATh YIUKU, 00JaJaTh HABBHIKOM
METKOI CTPENHOBI.

3. Translate synonyms:

Crime — offence

Distinctive mark — salient feature

A plain-clothes man — a sleuth

Investigation — survey

To look for — to search for
SYNONYMS

Observation — examination
4. Translate antonyms
Reconstruct — destroy
Note — overlook

Overt — covert
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To solve crime — to commit crime
Law-breaker — law-abiding citizen

5. Match the columns A and B, make word combinations

A B
1
2. Traffic law enforcement 2. 30paswlii CMbLCI
3. Stolen property 3. cvicKHble cnocobHoCmU
4. Close associate 4. onepamuenux, pabomarowuii 8
WmMamcKom
5. No doubt 5. 0opooicublil Hao30p
6. Sleuthing powers 6. noxuweHHoe UMywecmeo
7. Common sense 7. He2nacHas (ckpvlmas) paboma
8. Undercover work 8. 6au3KUil COY4acmHuK
. Plain-clothes man 1. eHe 6caxkoeo comuenus

6. Complete the following sentences and translate

F- 2 b them:
Inis 1. Investigation means ...
v

2. In his covert functions the policeman penetrates
Complete
3. In his overt functions the policeman defines ...
4. A highly professional policeman should possess ...
5. The informant is a person who ...
7. Read and translate without dictionary, then retell:
1. Jim is a former graduate of a police school.
Criminal investigation is the keystone of his work.
He does his best to combine theory and practice.
His detective activity includes overt and covert work.
Jim works with informants.
They give him confidential information.

Sometimes he lays an ambush.

© =N kW

When Jim works at the crime scene he usually defines the crime quickly

and accurately.
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8. Make special questions to the sentences:
1. Criminal investigation is the keystone of the police service.
2. Investigation means a search.
3. A highly professional policemen possess some sleuthing powers.

4. The work of an investigator includes covert and overt functions.

5. An investigator lays an ambush and conducts WH @UeStiOn

Symbel Gomprehension

surveillance, works with the informants. ]

WH tuestions | ==
B o b

6. The informant is a person who gives the police
officer confidential information about a crime.

7. An investigator takes active measures to detect
offender.

8. Crime prevention i1s much more important than criminal investigation.
9. Read and replace the words:

Investigation of crime

1. Criminal investigation - (3TO OCHOBHOI

npuniun) of the police service.

npousomeamiee) and will present evidence of

it in (cynm).

3. A highly professional policeman (momxen o6nanate) such attributes of the

policeman’s profession as (IIpemaHHOCTb, MY>KECTBO, YM, CaMOOOJaaHue),

1.e. some sleuthing powers.

4. Policeman’s work includes (rmacusie u HernachHsie) functions. In his covert

work police officer (ycrpamBaer 3acamy, NTPOBOIUT HETJIACHBIN HAA30D,

BHEJIPSIETCS B IPECTYMHBIA MUP, paboTaeT ¢ uHpopMaTopaMu).

5. The informant is a person who (mpenoctaBusier oQuIEPY MOTUINH

ceKkpeTHyI0 nHpopmalnio) about crimes.
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2. (PaccnenoBanue mpecTyIUIEHHWI) means a
search for the truth, for the offender, for

witnesses who  (momoraeT  Bocco3aaTh



6. In cases the investigating officer works at the crime scene he
(xBaymmunupyet npectyrieHue) and (ocmatpuBaet) the scene very carefully
(10 TOTO, KaK HapyIIUT YTO-TH00).

7. He (mpuammaet) active measures to detect the offender that is (omo3HaTs,
OOHApPYKHUTh U 33JIeP’KaTh 3JI0YMBIIUICHHUKA).

10. Put the letters in underlined words in the necessary order, and then

translate sentences:

1. A detective works much with rnmistafon.

2. erdcunevor kowr is one of the aspects of a detective function.

3. sahmikmrpans and nirgvid lropta rca are indispensable policeman's

functions.

4. Usually he eidsefn recim quickly.

11. Complete the following dialogues learn one of them by heart:
A. Criminal investigation is the keystc;?le of the police service, isn’t it?
i What d Oes Crlmmal 1 nvestlg atlon mean? .......................................
Bl
A. Why is criminal investigation indispensable?

...........................................................................................
..........................................................................................

A.What does the investigating officer do at the crime scene?

B

A. What is the final stage of criminal investigation?



. Criminal 1nvestigation 1s an inquiry into the facts surrounding the

commission of the criminal offence.

. A highly professional policeman should possess such attributes of the

policeman’s profession as dedication, courage, intelligence, competency,
self-command, specialized investigative aptitudes and professional
instinct.

. The informant 1s a person who gives the police officer confidential

information about crimes.

. No doubt quick and accurate crime investigation is essential but crime

prevention 1s much more important.

12. Complete the first and the second part of the sentences using A and B

columns:

1. The investigator is to be very attentive ...
2. The great benefit from a college education
1S ..

3. The investigator is the person ...

A

4. The patrolman 1s to deal with special

incidents. ..

5. The policeman 1s to deal daily with people

6. In any interrogation the investigator 1s to determine...

7. We are omitting to do our duty as citizens ...

8. The applicant 1s to pass entrance examinations ..

9. In every sense the patrolman 1s the police service...
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10. Citizens are to see the officer as a protector of their safety and property.

B
I who is investigating crime.
II. that it is training future officers to think.
III. when he is at the crime scene.
1V. who are testing his patience, character and courage.
V. which are requiring police attention.
VI. because the officer is always ready to be helpful for the public.
VIL. before he is a student of a college.
VIII. whether the suspect is telling the truth.
IX. if we are not doing what we are to do.
X. because he is the visible representative of the police department in the eyes

of citizens.

13. Select the appropriate word:

accused, evidence, convicted, sentenced, tried,

arrested, guilty, put, suspected

The police had 1) ... Paul Williams for months, and when

they finally gathered some real 2) ... against him he was 3)... by

the police and 4) ... of trafficking in drugs. A few weeks later he was 5) ... for
the crime. The jury were quickly convinced that he was 6) ... of drug-trafficking,
so he was 7) .... Of the crime and 8).... To ten years in prison. The police were

satisfied they had managed to... 9) ... such a dangerous criminal behind bars.
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JUST FOR FUN

‘Nooneinthe What do ghosts use
history of texting to organize data?

has ever meant to

Spreadsheets.
write “ducking.” i
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SUPLEMENTARY READING

Cybercrime Investigation Tools and Techniques You Must Know!
Cybercrime 1s a growing threat that can have serious consequences for
businesses and individuals alike. However, the complex process of investigating
cybercrime can be intimidating and confusing, especially for those without a
background in cybersecurity.

Cybercrime investigators are law enforcement professionals who specialize in
investigating computer-related crimes. They use their knowledge of computer
science, law, and investigative techniques to gather evidence and identify
suspects. Cybercrime investigators may work for a variety of organizations,
including law enforcement agencies, private companies, and government
agencies.

The goal of cyber crime investigation 1s to identify the source of the crime,
gather evidence, and present that evidence in a way that can be used in court to

prosecute the perpetrator. Cybercrime investigators may work for law
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enforcement agencies, government agencies, or private companies, and their job
duties may include conducting investigations, preparing reports, and providing
testimony in court.

What is Cybercrime Investigation?
Cybercrime investigation is the process of identifying, analyzing, and mitigating
computer-based crimes and other forms of malicious activity that occur in
cyberspace. It involves the use of specialized tools and techniques to investigate
various types of cyber crimes, such as hacking, phishing, malware, data
breaches, and identity theft.
The investigation process is conducted by cyber crime investigators, who are
responsible for conducting thorough and accurate investigations, preserving
evidence, and collaborating with law enforcement agencies to bring
cybercriminals to justice. The importance of cybercrime investigation cannot be
overstated, as cybercrime continues to evolve and pose significant risks to
businesses, governments, and individuals around the world.
Cybercrime investigation 1s a complex and constantly evolving field, as new
threats and technologies emerge. As a result, investigators must stay up-to-date
with the latest techniques and tools in order to effectively investigate and
mitigate cyber crimes.

Top 5 Cybercrimes

Cybercrime is a broad category that encompasses a wide range of criminal
activities. Here are the top 5 cyber crimes that businesses and individuals should
be aware of:
1. Phishing and Scam
Phishing is a type of social engineering attack that targets the user and tricks him
by sending fake messages and emails to get sensitive information about the user

or trying to download malicious software and exploit it on the target system.
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2. Identity Theft

Identity theft occurs when a cybercriminal uses another person’s data like credit

card numbers and personal pictures without the permission of that person to

commit fraud or a crime.

3. Ransomware Attack

Ransomware attacks are a very common type of cybercrime, ransomware 1s a

type of malware that has the capability to prevent users from accessing all of

their personal data on the system by encrypting them, and then asking for a

ransom 1n order to give access to the encrypted data.

4. Hacking/Misusing Computer Networks

This term refers to the crime of unauthorized access to private computers or

networks and misuse of it either by shutting it down or tampering with the data

stored or other illegal approaches.

S. Internet Fraud

Internet fraud 1s a type of cybercrime that makes use of the internet and it can be

considered a general term that groups all of the crimes that happen over the

internet like spam, banking fraud, theft of service, and so on.

These cyber crimes can happen through a variety of methods, including social

engineering, exploiting vulnerabilities in computer systems or networks, and

using malware to gain access to sensitive information.

It 1s important for businesses and individuals to take proactive measures to

protect against these types of cyber crimes, such as implementing strong security

measures and staying vigilant against suspicious activity.
Types of Cyber Criminals

Cybercrime 1s a global problem that is perpetrated

by many different types of criminals. Here are

five types of them:

1. Hackers
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Individuals who use their expertise to gain unauthorized access to computer
systems or networks for various reasons such as stealing data or causing
damage. Hackers can be motivated by financial gain, political or social causes,
or simply a desire to test their skills.

2. Insiders

Individuals who have authorized access to computer
systems or networks but misuse their access for personal
gain or to harm the organization. Insiders can be
employees, contractors, or other trusted individuals who

use their access to steal data, disrupt systems, or engage in

=] 4 ﬂlHI'I (I’I[:I!'- S ﬂlill.lﬂ

“lngERs other criminal activities.
3. Organized Crime Groups

Groups of individuals who engage in cybercrime for financial gain or other
criminal activities. Organized crime groups can be highly sophisticated, using
advanced techniques to evade detection and cover their tracks.

4. Nation States

Governments or state-sponsored groups use cyber-attacks for political or
military purposes. Nation-states can use cyber attacks to
gather intelligence, disrupt systems, or gain a
strategic advantage over other countries.

S. Cyberterrorists

Individuals or groups that use cyber attacks to cause goUiUonis

fear, disrupt systems, or harm individuals or organizations. Cyberterrorists can
be motivated by political or social causes and may use a variety of techniques to
carry out their attacks.

Each of these types of cyber criminals presents a unique threat to businesses and
individuals. It 1s important for organizations to take proactive measures to

protect against these threats, such as implementing strong security measures,
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conducting regular security audits, and staying up-to-date with the latest
cybercrime trends and threats.

Cybercrime Investigation Tools
Here are some of the most common cybercrime investigation tools used by
investigators:
1. Digital Forensics Software
It 1s used to recover deleted files, analyze metadata, and examine network traffic
logs. Popular digital forensics software includes tools like EnCase, FTK, and
Autopsy.
2. Network Analysis Tools
They are used to monitor network traffic,
identify suspicious activity, and track the
flow of data.

3. Malware Analysis Tools

They are used to analyze and reverse

2 ReTe _ engineer

—_— malware
Username: USFL”EL’“Q,,—J
B - to understand 1its behavior and identify its
source. Malware analysis tools include IDA

Pro, OllyDbg, and Binary Ninja.

4. Password Recovery Tools
They are used to recover passwords from encrypted files, databases, or other
sources of digital evidence. Password recovery tools include tools like Cain and

Abel, John the Ripper, and Hashcat.
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TEMA IV. IOHATHUE U BUJBI IT
JNOKA3ATEJIBCTB

Digital
Evidence

1. Part of speech: article.

2. Reading and speaking: Digital evidence

3. Grammar reference: Simple Tenses; Types of questions
4. Listening and speaking

5. Reading and discussion

6. Supplementary reading

All countable nouns need an article when used 1n the singular. The article

can be either a/an or the.

Indefinite article a/an is used:

To talk about indefinite things;

After the verbs be and have;

With money (a/one pound), fractions (a/one quarter), weight/measures
(a/one inch), whole numbers (a/one thousand), price/weight (€1/a liter), frequen-

cy/time (twice a day), distance/fuel (30 miles a gallon), distance/speed (20km an
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hour) and illnesses (a headache, a cold).

In general, definite article the i1s used with:

superlatives (most interactive)

time periods (nineteenth century/1960s)

- unique things (government/moon/earth)

- specified things (knowledge of most employees)

- regions and rivers (east/River Amur)

- very well-known people and things (English novelist)
- institutions and bodies (World Health Organisation)
- positions (middle)

It 1s not used with:

names of countries, except for the UK, the USA and a few others

abstract nouns (poverty)

companies/bodies named after people/places (Sainsbury’s, Sheffield
University).
Example :
1) Research is an important activity in universities.
2) The research begun by Dr. Mathews was continued by Professor Brankovic.
3) A survey was conducted among 200 patients in the clinic.

1. In the following sentences, decide if the words in italic are specific or

not. Insert ‘the’ if specific.

1) Registry Editor enables you to edit these values, but won't let you create
them.
2) _ database managers let you define data type for

information you want to store.
3) _ record is collection of data about particular person, place, or thing.
4y _ beginning of fixed-length field file contains information that defines

file's record structure.
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2 Complete the following text by inserting a/an/the (or nothing) in each

gap :

1) most database information is stored in2) fixed-length
fields, so called because 3) number of characters-spaces-that
can be used for each field is determined when4)  database is created.
5) __ _ beginning of 6) fixed-length field file contains 7)

information that defines 8) file's record structure each field 's

name, data type (usually numeric or alphanumeric), and length. In addition, 9)

_ structure might include information on 10)  format of 11)
data held in 12)  field; for example, 13)  field used to record dates
might require 14) ~ MM-DD-YY (month-day-year) format. 15)
field can also be required to validate 16) information entered into it;
for example, if 17) data entered into 18)
validating state field is notone of 19) 50 postal service abbreviations, it
will be rejected. 20) restof 21) file is data, laid
down in one continuous stream.22) ~ locations at which specific pieces of

data are recorded are determined by 23)  lengths allotted to each field.

Reading and
Speaking
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Digital evidence

1. Study the following words and combinations:

Digital [ didzitl] - mudposoit

evidence [ evidons] — yaIuKn, JOKa3MaTeIbLCTBO

transmit [trenz mit| - mepexaBaTh

footprint ['futprint] — cren, oTmegaTox

psychological disorders [satka 'lodgikal dis'0:do] — mcuxuueckne pactpoiicTBa
prove [pru:v] - moka3arh

testimony [ 'testrmoni| — yiImka, moka3aHne

storage [ 'sto:ridz| - mamsaTh

implicate [ tmplikit] — BoBIIeKaTh, BKIIOYATH

circumstantial evidence [s3:kom staen|al ‘evidons| — kocBeHHEBIE YINKI

direct evidence [d1 rekt ‘evidons]| — mpsmMBIe, HemoCcpeICTBEHHEBIE
J0KAa3aTeIhCTBA

2. Read and translate the text:
Digital evidence 1s any data stored or transmitted in electronic format

that can be used as evidence in court. This includes emails, text messages,
photos, videos, web pages, data from computers, mobile phones, and other
electronic devices. Digital
evidence 1s often used to
investigate cybercrime, but can
also be used in many other

types of legal proceedings.

Particularly, a person utilizing

ICT can leave a digital footprint, which refers to the data left behind by ICT

users that can reveal information about them, including age, gender, race,

ethnicity, nationality, sexual orientation, thoughts, preferences, habits, hobbies,

medical history and concerns, psychological disorders, employment status,
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affiliations, relationships, geolocation, routines, and other activities. This digital
footprint can be active or passive.

An active digital footprint is created by data provided by the user, such as
personal information, videos, images, and comments posted on apps, websites,
bulletin boards, social media, and other online forums.

A passive digital footprint is data that is obtained and unintentionally left
behind by the users of the Internet and digital technology (e.g., Internet
browsing history). Data that are part of active and passive digital footprints can
be used as evidence of a crime, including cybercrime (i.e., digital evidence).

This data can also be used to prove or disprove a matter being asserted;
refute or support the testimony of a victim, witness, or suspect; and/or implicate
or exculpate a suspect of a crime.

Data is stored on digital devices (e.g., computers, smartphones, tablets,
phones, printers, smartTVs, and any other devices that have digital memory
capacity), external storage devices (e.g. external hard drives and USB flash
drives), network components and devices, servers, and the cloud.

The type of data that could be obtained is content and non-content data.
Content Data means for example words in written communications or spoken
words in audio files; e.g., videos, the text of emails, text messages, instant
messages, and social media content.

Non-content data, or metadata, means data about content, such as the
identity and location of users, and transactional data, such as information about
the senders and recipients of telecommunications and electronic
communications.

Before a digital device can be presented in court as direct or circumstantial
evidence, its authenticity must be established (i.e. it must be proven that the

evidence is what it claims to be).
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EXERCISES

Ilens 3amaHmii - aKTUBH3AlHS HOBOTO JIEKCHYECKOTO MaTepHana, pa3BHUTHE

HaBBIKOB MOHOJIOTHYECKOI U THATOTMYECKON pedn.

3. Read and translate the following groups of words with the common
root:

Victim — victimless — victimize

Convict — convicted — conviction

Prison — prisoner — imprison — imprisonment

Suffice — sufficient — insufficient — sufficiently

Use — usual — usually — usage — abuse — abusive

Human — inhuman — humane — humanity — humanitarian — humanism.

4. Find in the text above the following

words and expressions. Translate:

- web pages; Lfl"p
- transactional data; - 1
- digital devices; -
- network components; -
- digital memory capacity; -
- testimony of a victim; -
- metadata
- circumstantial evidence
- psychological disorders.
S.True or false?

1. Circumstantial evidence includes

e or emails, text messages, photos, videos,

web pages, data from computers, mobile

1}

phones, and other electronic devices.

11. This digital footprint can be only passive.
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1. Digital evidence is often used to mmvestigate cybercrime.
1v. Metadata means data about the senders and recipients of telecommunications
and electronic communications.
v. Data 1s stored on digital devices.

6. Guess the words by definitions. All of
them are used in the text above:
a) the available body of facts or information

indicating whether a belief or proposition is true
or valid.
b) the quantities, characters, or symbols on

which operations are performed by a computer,

which may be stored and transmitted in the form
of electrical signals and recorded on magnetic, optical, or mechanical
recording media.
c) the information about a particular person that exists on the internet as a
result of their online activity.
d) the quality of being real or true.

e) communication over a distance by cable, telephone, or broadcasting.

7. Make ten special questions to the text above.
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8. Read and translate the text, use dictionary if necessary:

Nanotechnology, the science of creating and using materials or devices at
molecular and atomic sizes, 1s going to represent a new technological revolution.
These devices will fall in the range of 1 nanometre, which 1s equal to one
billionth of a metre, to 100 nanometres (nm).

Nanobots, robots formed from molecular or molecular

components, will be used in medicine to control and

diagnose diseases. For example, they will be injecting and
will move through blood vessels destroying cholesterol molecular or cancer.
Nanocomputers, molecule-sized computers, may have the power of 100
workstations but only be size of a grain of sand. There will be two main types of
molecular computers:

Quantum computers, based on quantum mechanics, may be millions of time
faster than current computer. They will be so fast because they will be able to
examine all possible answers to a query at the same time. This capability 1s
made possible by gbits, quantum bits, which can be 0 or 1, or something in
between, simultaneously.

DNA computers will use DNA biochips to perform the same functions as

silicon microchips do today but at a much faster speed.

9. Read these extracts and replace the world in italics with words in the text

above.
1. A computer of this type 1s a molecular computer that ‘

works biochemically. It ‘computer’ using enzymes that cause J

chain reactions. Replace
2. Ina computer of this type, data is processed by exploiting the strange
qualities of quantum physics; the building blocks of computation are not

transistor but caged atoms or gbits.
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3. It has the potential to revolutionize the way live, from creating
miniaturized ‘Star Trek’- like electronic gadgets to delivering medicines to
specific placed within the human body.

4. The government plans to fund a study examining the feasibility of
molecule-sized robotic devices that would positions atoms to build complex
substances and products.

5. Scientists at an Israeli institute have developed a very small one — so
small that a trillion of its kind fit into a test tub

10. Complete this funny text using these words:

‘ Brochure, Improvements, innovation, manufacture, process, stage

An inventor’s guide

So, you think you’ve finally come up with the invention that will change the
world! Do you think that all those hours spent making (1) to your original
design and testing, re-testing and testing yet again are about to pay off? Well,
before you start counting all that money you think you’re going to receive for
your fabulous (2)  you’d better think again. You see, it’s a sad, but true, fact
that the (3)  of getting something new on the market is a long one. Inventors
must travel a rough and rocky road to get from the early development (4)  to
the all-important commercial license of their invention. So, before you’re left

with a cellar full of worthless gadgets that you simply cannot get rid of, consider

the following carefully.
- Make a list of possible companies which might want to (5)  your product.
- Send a letter, or even better, a(n) (6)  describing your product to the

companies on your list.

Finally, be patient, stay calm and never stop inventing. Even Alexander Graham

Bell had his bad days!
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11. Complete this text with words from exercise 10
using the context.
A digital era

I Computers have changed the way we do everyday

things, such as working, shopping and looking for
information. We (1) ...houses with the help of PCs; we buy books or make
flight reservations on the (2) ...; we use gadgets that spring to life the instant
they are switched on, for example the mobile phone, the music player, or the car
ignition, all of which use (3) .. . Many people now work at home, and they
communicate with their office by computer and telephone. This is called
“teleporting”.

With the appropriate hardware and software, a PC can do almost anything you
ask. It’s a magical typewriter that allows you to type and (4)... any sort of
document. It's a calculating machine that makes (5) ... calculations. It's a
personal communicator that lets you interact with friends. It's a small lab that
helps you edit photos and movies. And if you like (6)... entertainment, you can
also use it to relax with games.

12. Match the words in exercise 11 with following definitions:

1. tiny pieces of silicon containing complex electronic circuits

2. to make or draw plans for something

3. relating to money or how money is managed

4. involving the use of electric current in devices such as TV sets or
computer

5. the large system of connected computers around the world

6. to produce text and pictures using a printer.
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PARTICIPLE

The Participle is one of non-finite forms of the verb (a verbal). It has the

following forms.

Participle 11
Participle I (Past
Participle)
Simple Perfect
Active Voice doing having done —
Passive Voice | being done having been done

Relative clauses with the Participle I Simple and Participle II are often used in
technical descriptions. They allow you to provide a lot of information about a
noun using as few words as possible:

Data line linking client to server = data line which links client to server.

The equipment being set up in the lab now = the equipment which is being
set up in the lab now.

The technology needed to set up a home network = the technology which is

needed to set up a home network.
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We don’t use Perfect Participles in this case.

WHAT IS APRESENY Complete these sentences using the
PARTICIPLE? proper form of the Participle:

Definition and Examples

2. A router 1s a special device (direct)

)
W

e

4. Fixed automation 1s suitable for products (make) in large volumes.

message when several networks are linked.

3. A network 1s a number of computers

and peripherals (link) together.

5. A LAN i1s a network (connect) computers over a small distance such as
within a company.

6.  The equipment (set up) now 1s designed to facilitate product changeover.

7. An mterface (enable) dissimilar network to communicate 1s called a
gateway.

8. A server 1s a powerful computer (store) many programs (share) by all

clients in the group.

2. Link these sentences using a relative clause with the participle:

Example: a. The house has an electronic door-keeper.

b. It is programmed to recognize you.

The house has an electronic doorkeeper programmed to recognize you.

1. a. The house has an electronic doorkeeper.

b. It gives access to family only.
2. a. The house has a network.

b. It allows basic file-sharing and multi-player gaming.
3. a. Ann has designed a site.

b. It 1s dedicated to dance.
4. a. She has built in links.

b. They connect her site to other dance sites.

5. a. A hub 1s an electronic device.
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b. It connects all the data cabling in a network.
6. a. A bridge 1s a hardware and software combination.

b. It 1s used to connect the same type of networks.

The Participle Clauses can also give information about reason, result, condition
or time.

3 Choose the right form of the Participle in
the following sentences:
1.  Having been learned / having learned the
principles of programming, I decided to write some

programs for my course project.

2.  Searching /having searched the Web, 1 was
trying to find some information about artificial intelligence.
3. When marketing / being marketed a product, 1t 1s important to identify
and meet the end-user's requirements.
4. Worked / working with the CAD system, the designer creates the lines and
surfaces that form the object and stores this model in the computer database.
5.  Being equipped /equipping with special conversion devices, the hybrid
computer utilizes both analog and discrete representation of data.
6.  When writing/being written a program, software developers try to define
its purpose first.
7. If having written / written 1n a machine language, the program can be
directly understood by a computer.
8.  Having been interacted/interacting with a virtual reality program, you
have a sense of being completely immersed 1n it.

4 Complete the sentences using the correct form of the Participle:

1.  High-level languages are relatively sophisticated sets of statements
(utilize) words and syntax from human language.
2. A bridge 1s a hardware and software combination (use) to connect the

same types of networks.
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|75

(Install) a new program, the students were able to edit digital photos.

>

(Test) by an experienced test analyst, the program runs smoothly.

5. A program (contain) logic errors will run but it won’t work properly.

6. With the help of media streaming one can listen to an audio file
(download).

7. (Carry out) the tests, the engineers recorded the results.

8. The equipment (set up) in the lab now 1s very expensive.

5. Translate the following sentences into English:

1. B IHocieaHee BpPEMA aBTOMATU3UPOBAHHBIC CHCTCMEI, CTAaBIIHUC bolee

COBCpHOICHHLIMA W CIOXKHBIMH, BO MHOI'OM IIPpECBOCXOIAT CIIOCOOHOCTH

YeJI0BEeKa.

2. Spxumn IpuMepaMun YKECTKOI {
Translat

aBTOMAaTU3allUN  SBIISIIOTCS ~ ABTOMAaTHYECKHE remsies

CTAHOYHBIE TMHUH 1 cOOPOUHBIE MAITIHEL ~

3. JKectkas aBTOMAaTH3aLINA,

XapaKTEepU3YIOMasCid BBHICOKIMH TEMIIaMH IPOU3BOJACTBA, IMOJAXOAUT LA
MPOM3BO/ICTBA M3/IeNNil B OOIBIINX 00BEMAX.

4. llepeHamaguB u mepenporpaMMHUpPOBAB 00OpYyAOBaHNE U1 HOBOI MapTUH
MPOAYKIINH, 3aBOJI IPUCTYNII K BBIITYCKY.

5. Ilepexom ¢ oaHOro BHAAa IPOAYKINM HA JAPYroili MOJXHO CHENaTh,
HCTOJIB3YS CTAHKU C YHUCIIOBBIM IPOTPAMMHEIM YIIPABIECHHEM.

6.  I'uOkas apToMaTm3amus - 3To opMa MPOrpaMMIPYEMOil aBTOMATHU3AIUH C
OTpaHMYEHHBIM BBRIOOPOM MpoAyKnum. B 3ToM cioydae mepeHalTagka

060pyI[OBElHI'IH, BEITIOJIHACMAA aBTOMATHYCCKH, IIPOUCXOIUT OUCHD 6BICTp0.
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D™
@ LISTENING AND

[=]

r

=1 Scan ,
ME!? Listen; fill in the missing words from the box:

Criminals; transnational; trace; connecting; private companies; evidence;

collaboration space; facilitate; law enforcement

Cybercrime 1s, in nature . The suspect, criminals, and victims, they are
differently located. Sometimes 1s located 1n different countries.
So actually, the international coordination 1s mandatory. This 1S

quite versatile. Actually, this was designed to really expedite the process of

information sharing in person. Interpol is assisting member countries to

their cybercrime investigation by each other.

Nowadays, I think most of the evidence police need to investigate cybercrime

resides with . Without support from the private companies, law

enforcement 1s not able to bring into justice. Evidence 1s now located in

the private companies' hands, not on the side of . We need to
collaborate with them.

By receiving information from them, then we start to back criminals.
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2. Discuss the following questions with the partner:
§ 1. What can you say about cybercrime? Is it

transnational in nature?

b
1 »”
. LETS
w 2. Why 1s cooperation between Interpol and private

\
- .
- /s " companies necessary?
’

READING AND DISCUSSION

Physical Evidence

Read and translate the text paying attention to new words:

Temporary custody [ ‘kastadi| — spemennoe cooeporcarue noo cmpaosiceti
Precautions [pr1 ko n]| —npedocmopooicrnocmsb, mepvr npedocmoposicHocmu
Microscopic debris [ 'derbri:| — mukpockonuueckue yacmuyuo

Pamt - kpacka

Fibre [ faiba]| —so0kmHo0, pubpa, Humo

Circumstantial [s3:kom 'sten/al] evidence — koceenHble yauku
Corrobo’rative evidence — noomeepaicoerHbie (Heonposepicumvle) VIUKU
Latent prints — 1amenmHsie (HeguOUMbIE, CKPbIMblE) OMNedamxi

Casting equipment — 060py0o6aHiie 018 CHAMUSL 2UNCOBLIX CIeNKOE

To dust and develop fingerprint — cHame u npossums omnevamxu naivyes
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Types of Physical Evidence a The finding, collecting

and preservation of physical
evidence are the most
important phases in a criminal

mvestigation.

Physical evidence 1s of
value only 1f 1t helps prove a
case or clear a suspect. The most valuable evidence may be worthless if
inefficiently handled.

Physical evidence 1s something that i1s concrete, something that can
generally be measured, photographed, analyzed, and presented as a physical
object in court. Circumstantial evidence is a specific circumstance. For example,
a suspect might be accused of burglary, and the shoes he i1s wearing are proved
to have made certain impressions found at the scene of a crime. The shoes and
the imprint are physical evidence, while the fact that the suspect was wearing the
shoes when arrested 1s circumstantial evidence. Someone else could have worn
the shoes at the time the burglary was committed, therefore that type of evidence
1s circumstantial.

The mtrinsic [m trmsik] (ucTuHHEBIN, ToaMMHHENL,) value of physical
evidence often depends on its location. A hat on one's head has little significance
but if 1t 1s found beside a murder victim 1t might become of great importance.

There 1s no such thing as a perfect crime, a crime that leaves no traces -
there 1s only the mability to find the evidence.

When the investigating officer arrives at a crime scene it 1s necessary that
he should first protect the scene and prevent anybody from touching any object.

The preliminary survey i1s to acquaint [o'kwemt] (o3makomuts) the
investigating officer with the entire scene and its important details. After he has
completed his preliminary survey the photographer may go to work. It 1s

important that the investigator should accompany the photographer, pointing out
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various objects of possible evidential value. He should note possible location of
latent prints (invisible prints), and guard against contamination [kontaemr neifn]
(mopua) of such objects and surfaces.

After the general scene has been completely photographed, the officer with
casting equipment casts(menaetr cimenkn) all possible imprints, if such are
present, and then the fingerprint man should work on various objects. He should
also note movable objects where fingerprints may be found, and should carefully
remove them to a safe place for dusting and developing later.

As the fingerprint man (maktmiockommct) completes his work, the
investigator may go to work thoroughly searching the scene of possible
evidential value.

As evidence 1s found, it should be marked, carefully packaged, each article
separately, and placed in some locality where it will not be destroyed or
contaminated, until it 1s transported to a laboratory.

1. Translate into Russian:

Preservation of physical evidence, to clear a suspect, valuable evidence, chain
of evidence, temporary custody, a shoe imprint, circumstantial evidence,
corroborative evidence, intrinsic value, preliminary survey, entire scene, casting
equipment, movable objects.

2. Find synonyms, translate them:

To look for a criminal

To analyze invisible

A possibility imprint

An article to search for DINUNIES
Latent a photograph

Impression fo examine

A picture probability

A perpetrator an item
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3. Find antonyms, translate them;

Preserve overlook
Mind to solve crime
Note destroy

To commit crime  positive

Negative forget
5. Complete the sentences using the words in brackets:

(circumstantial, value, a cast, examined, the preliminary survey, to clear,
contamination, to prove, marked, fingerprints, gathering, removed,
corroborative, to protect)

1. Physical evidence is of value only if it helps ... a case or ... a suspect...

2. The first phase in handling physical evidence is ... all potential evidence at the
scene of a crime.

3. If a shoe imprint is found at the crime scene, ...should be made and compared
with the shoe.

4. ...may be found on any object of possible evidential value.

5. No article should be moved or touched until it has been photographed and ...
for fingerprints.

6. If there are no witnesses, the investigator needs ... evidence.

7. The first responsibility of an officer is ... the crime Scene.

8. The investigating officer should prevent ... of objects which may bear
fingerprints.

9. After being photographed objects where fingerprints may be found should be
carefully ... from the scene.

10. When the fingerprint man completes his work, the investigating officer
should examine the Scene for articles of Possible evidential...

11. All evidence found at the scene of a crime should be ... and packaged

carefully and transported to a laboratory.
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12. The aim of ... 1s to acquaint the investigator with the entire crime scene and

its important details.

13. Besides physical and corroborative there 1s also ... evidence.
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SUPLEMENTARY READING

Types of Evidence in Writing

1. Anecdotal Evidence

Anecdotal evidence comes from personal experience. It can involve a story
about something that happened to you, or an observation you made about
friends, relatives, or other people.

An informal interview with someone affected by the topic you are writing about
1s also a form of anecdotal evidence. That interview may have been conducted
by the author of the essay or presented on a news program.

Although 1t 1s not considered very strong evidence, it does have a purpose.
Describing a personal experience early in the essay can help establish
context, show relevance of the subject, or be a way to build a connection with
the audience.

2. Testimonial Evidence

Offering the opinion of an expert is referred to as testimonial evidence.
Their opinion can come from an interview or quote from a book or paper they

authored.
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The words of someone who 1s considered an expert in a

subject can provide a lot of support to the point you

are trying to make. It adds strength and shows that
J“ what you are saying 1s not just your opinion, but is
also the opinion of someone that 1s recognized and
respected in the subject.
If that expert has an advanced degree from a notable university, such as
Princeton or Stanford, then make sure the reader knows that. Similarly, if they
are the president or director of an institution that 1s heavily involved in the
subject, then be sure to include those credentials as well.

3. Statistical Evidence

Statistical evidence involves presenting numbers that support your point.
Statistics can be used to demonstrate the prevalence and seriousness of a

phenomenon.

When used early in the essay, it informs the reader as to how important the topic
1s and can be an effective way to get the reader’s attention.

For example, citing the number of people that die each year because they
weren’t wearing a seat belt, or the number of children suffering from
malnutrition, tells the reader that the topic 1s serious.

In addition to stating statistics in the body of the essay, including a graph or two
will help make the point easier to understand. A picture can be worth a thousand
words also applies to graphs and charts.

4. Textual Evidence

Textual evidence comes directly from a WHY ARE TEXT EVIDENCE SKILLS

: . IMPORTANT?
source document. This could be a literary work

or historical document. It 1s frequently used in

Swbige

Karimat n higher
cigar iy

s dion

an argumentative essay or as part of a compare- Y

o iy

and-contrast type of academic assignment. Vg N

(11
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For example, if conducting a character analysis of a character in a novel, then
identifying key sentences that provide examples of their personality will help
support your analysis.
There are several ways of incorporating textual evidence: quoting, paraphrasing,
and summarizing.
Quoting statements from the character themselves can be used to demonstrate
their thought processes or personality flaws. Likewise, using the words of the
author that describe the character will add support to your premise.
5. Analogical Evidence

An analogy 1s an example of a situation, but presented in a different

context. Using an analogy 1s a great way to explain a complicated issue that is

simpler and easier to digest.
Medical doctors often use analogies to describe health-related issues. For

example, they might say that getting a yearly medical exam from your primary
physician 1s like taking your car to the mechanic once a year to make sure
everything 1s running okay.

One rule of thumb about analogies is that the simpler they are, the more easily
understood. The analogy should have a degree of similarity with the 1ssue being
discussed, but, at the same time, be a bit different as well. Sorry about that; it’s a
balance.

6. Hypothetical Evidence
Hypothetical evidence 1s presenting the

reader with a “what if” kind of scenario. This
Hypothetical Evidence \‘

1s a great way to get the reader to consider
» Creatizg a Byvpothetical

« DONOT USETHIS
UNLESS..... The
hypothetical is given from
a specialist/authority on
the topic

o Exampde: *If we eliminate

possibilities that they may not have thought of
previously.

One way to present a hypothetical 1s to pair 1t

with a credible statistic. Ask the reader to

consider what might happen in the context of those numbers.
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TEMA V. IT TEXHOJIOI'MM ITPU OCMOTPE
MECTA ITPOUCHIECTBUA

A o

nvettigation GEIINE
*E::;Eascene E

;o 18l
“““g pﬂ ICE ":g';.ts -

hhhhhh

1. Part of speech: prepositions.

2. Reading and speaking: IT technology in crime scene observation
3. Grammar reference: Gerund

4. Listening and speaking

5. Reading and discussion

6. Supplementary reading
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‘ ‘ PREPOSITIONS OF TIME
50 ar oN I

ON UNDER NEXTTO
AT70'CLOCK  ONSATURDAY  IN JANUARY
AT BEDTIME ONTHE 15th IN SPRING

AT CHRISTMAS ~ ONMARCH25th IN 2015
AT EASTER ONMONDAY N 10 MINUTES
AT MIDDAY ONEASTER DAY IN 21st CENTURY

NN mmn'or BETWEEN AT NIGHT ONTUESDAY I THE0s

Prepositions are parts of speech that show relationships between words in

a sentence.

1. Fill in:

noun + preposition

verb + preposition

Adjective(+noun)+ preposition

phrasal verb

preposition of place

preposition of time

phrase

NB! The difference between phrasal verbs and verbs with prepositions: The
cars are made in China. (verb + preposition = easy to understand) The writer
made up the story in a night. (phrasal verb = hard to understand).

2. Study these further examples of preposition use and decide on their type :
1. There are a number of viruses to be considered ... (noun +)
2. The results would be applicable to all software programs ... ()
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3. ... the data was gathered from a questionnaire ()

4. All the items were placed within their categories ()

5. The results of the investigation are still pertinent ... ()

6. The respondents had spent on average 4.9 years ... ()

7. You can still buy computers made in the Belorussia ... ()

8. ... within a short period of time ().

3 Insert a suitable preposition before or after the nouns in the sentences

below :
1.
2.
3,

4.

The suit is presented in support the value of programmer’s work.
A small change soft demand can lead to large price rises.
He applied the committee for a grant.

The standard icons can be found many computer systems and

mobile devices.

5.

Through our research we have collected a range definitions

of these soft skills.

6.

7.

8.

Another study gives further support this viewpoint.
All modern computers derive wartime decoding machines.

From a brand architecture viewpoint, the company maintains a

"monolithic" brand identity - everything being associated the Apple.

9.

10.

Most students use search engines to look information.

The evidence needs to be looked more carefully.
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k' Reading and
£ Speaking

Study the following words and combinations:

area ['eorio] — mIomanp ,palioH , 00JacTh
burglary ['b a:glor1] — HacHJIbCTBEHHOE TPOHUKHOBEHHUE C 1I€JIbI0 COBEPIICHUS

MPECTYIUICHUS, Kpaxa cO B3JIOMOM
larceny ['la:sni] - BOpOBCTBO

theft [Oeft] — BopoBcTBO, Kpaxka

homicide ["homisaid] - yOuiicTBO, IUIIEHUE )KU3HU YEIOBEKA
murder ['mo:ds] - yOuiicTBO, TUIIIEHUE )KU3HU YETIOBEKA

traffic crime ['treefik] - moposkHOE MpecTyIIeHne

motor vehicle ['mouto 'vi:ikl] — aBTOMOOMIB, MaIIIMHA

motor vehicle theft (auto theft) ['o:tou] [Oeft] — yron aBTomarmHb
point [point] - yka3bIBaTh

circumstances ['sa:komstonsiz] - o0GcTosTenscTBa

significant [sig'nifikont] — 3HauMTEIHHBIN, BAXKHBIHN, CYIIECTBEHHBIHI
enable [i'neibl] — naBaTh BO3MOXHOCTH

frequently ['fri:kwantli] - vacto

narrow ['na@rou] — cy>kuBaTh(cs1), yMEHBIIATH (CA)

preliminary [pri'liiminari] - mpeaBapUTEIbHbIN

detain [di'tein] - 3amepxuBaTh

witness - MOHSTOU
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participant [pa:'tisipant] - ydacTHUK

urgent [' o:d3ont] - cpouHBIi, KpaliHe HEOOXOIUMBIHA

summon ['sAmon] - BbI3bIBATh

overlook [,ouvao'luk] — 1.mpornsinets; 2. He 3ameTuTh

blood [blad] - xpoBb

stain [stein] - mATHO

stub [stab] - okypok

ash [&[] - 30;1a, nenen

striking ['straikiy] — mopa3uTenbHbIN, 3aMeUaTETHbHBINA

to give first aid to a victim - oka3aTh IEPBYIO MOMOIIH TOTEPIIEBIIEMY

call an ambulance ['&mbjulons] — BeI3BaTh MalInHy CKOPOW TOMOIIIH

o
‘k

Part A
Observation of a crime scene

What is a crime scene? Crime scene means the place or the area where the
crime such as burglary, larceny, homicide or murder, traffic crime or motor
vehicle theft, etc. takes place.

Crime scene search is one of the most important sources of information which
enables the officer to answer the questions: What? Where? When? How? Why?
Who? and What for?

The process of a crime scene search usually includes four stages: the

preliminary, general observation, detailed search and final stages.
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At the preliminary stage the investigator takes measures to detain any suspect
or suspects, ensures crime scene protection, establishes eyewitnesses of the
crime, prepares proper crime techniques, chooses and instructs witnesses, gets
information of the happening. And of course he gives first aid to a victim if it's
necessary or calls an ambulance.

At the stage of general observation the investigator reconstructs the
happening, analyses the operational conditions, makes a plan for the search. He
also ensures taking pictures of the scene and its objects, making plaster casts of
footprints and developing and taking fingerprints.

At the stage of detailed examination the investigator tries to answer a lot of
different questions: Is it possible to identify the salient features of the criminal's
modus operandi? What are these features? Where was the entrance to the scene?
Are there any traces of criminal act, e. g. fingerprints, footmarks, blood stains on
the objects? Are there cigarette stubs or ashes? Was the criminal smoking at the
crime scene? Who can it be? What are his distinctive marks? The successful
investigator does not forget to note negative facts: Why is the weapon absent?
Why are there no fingerprints or blood stains when it is natural to find them? etc.
The answers to all those and many other questions help the investigator to build
a hypothesis of the crime commission.

At the final part of observation the investigator makes conclusions taking into
consideration all available information, packs the traces of the crime for a crime
laboratory, makes a record of the crime scene observation and if necessary

brings the criminal action.

Part B
The work of an operative group at the crime scene
An operative group consists of an investigator, a field-criminalist (an
exhibits officer), an operative (the inspector of the Criminal Detection

Department), a divisional inspector, a medical expert, a bobby handler (a
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dog-guide). Each of them has its own duties at the crime scene. They
should master special means, methods and forms of crime solution and
work in close cooperation to solve the crime quickly and accurately.

An investigator or an operative directs

crime scene investigation and informs the

.-E‘J participants of the search what and where to

search minding not to destroy and overlook
any valuable evidence. He locates and apprehends a suspect and a
criminal, identifies a criminal using the methods of identification: portrait
parle, photography, the artist’s sketch and identikit (photo fit), modus
operandi, line-up, fingerprinting, voice printing, handwriting. The
operative also takes measures for search, discovery and seizure of stolen
property and instruments of a crime.

Sometimes an operative or an investigator has to combine the
duties of different specialists of an operative group and conduct the
primary investigation if he is the first to come to a crime scene.

A field-criminalist (an exhibits officer) helps an investigator to solve
a crime. The role of an exhibits officer in any investigation is complex.
He is responsible for crime scene and exhibits integrity. He develops and
takes traces of the crime act (fingerprints, footprints, a sample of hair,
blood, secretions, fibers etc.) and packs the traces of the crime for a
forensic laboratory, makes plaster casts, etc.

A divisional inspector ensures crime scene protection, helps the
operative to find witnesses and eyewitnesses, to apprehend a suspect.

A medical expert gives first aid to a victim or conducts an external
examination of the corpse.

A bobby handler helps to define, to locate and apprehend a

criminal.
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Part C
Key Technologies in Crime Scene Observation
o 3D Scanning and Imaging:
3D laser scanning and photogrammetry provide
detailed, accurate documentation of crime scenes,

allowing for precise measurements and virtual

reconstructions.
o Digital Forensics:
This field focuses on analyzing digital evidence found on computers, phones,
and other devices, including data recovery and analysis.
o DNA Analysis:
DNA profiling helps identify individuals, match
evidence, and establish relationships between victims

and perpetrators.

o Alternative Light Photography (ALF):
ALF enhances the visibility of trace evidence like bloodstains, fibers, and fluids
by using specialized light sources to illuminate specific wavelengths.

o Fingerprint Analysis:
Advanced techniques, including automated
fingerprint comparison systems and superglue
fuming, aid in identifying and developing latent

prints.

o Ballistics Analysis:
This field analyzes bullet trajectories, firearm types, and other ballistic evidence
to determine the circumstances of a shooting.

¢ Al and Machine Learning:
Al 1s being used in various forensic tasks, including facial recognition,

automated analysis of evidence, and predictive policing.
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¢ Next-Generation Sequencing (NGS):
NGS allows for deeper and more comprehensive DNA analysis, providing more
detailed information from smaller samples.

e Proteomics:
Analyzes proteins in biological samples like blood and bones, potentially
providing more information about victims and perpetrators.

¢« Documentation and Record-Keeping:
Digital documentation of crime scenes, including photographs, videos, and 3D
models, ensures that evidence 1s preserved and available for review.

¢ Biometric Technologies:

Fingerprinting, facial recognition, and

other biometric technologies are used for
1dentification purposes, both at crime

scenes and 1n databases.

¢ Geographic Information Systems (GIS):
GIS software like ArcGIS helps analyze crime patterns, identify hot spots, and
allocate resources effectively.

¢ Mobile Technology:
Smartphones, tablets, and other mobile devices are used for rapid identification,

data transfer, and communication.

EXERCISES

Ilens 3amaHuil - aKTHUBH3AINs HOBOTO JIEKCHYECKOTO MaTepHala, pa3BHUTHE
HABBIKOB MOHOJIOTUYECKON M JAMAJIOrH4eCcKOil
peun.

1. Translate into English: Tﬁ’@nﬂgﬂ@{t@

IIpenBapuTenbHBII OCMOTpP, BEMIECTBEHHBIE
VINKH,  OTIEYaTKH  IalbIeB,  COCTABUTH

IIPOTOKOJI, IIPUHATH I[BIUICTBBHHBIG MCPBI, IIPUMCTEBEI, OCMATPHUBATE MECTO
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IIPOUCILIECTBHUSI, BAXKHBI MCTOYHHUK MH(OpMAILNH, 33J€pKaTh M0J103PEBAEMOrO0,
YCTaHOBUTH OYEBULICB, MBICJICHHO BOCCO3/1aTh npousoueauiee,
cpororpadpupoBatb MECTO NPOUCHIECTBUS, COCTABUThb THIICOBBIE CJIEINKH,

BBICTPOUTH BEPCHUIO, COCTABUTDH IIPOTOKOJI, BO36yI[I/ITB YT'OJIOBHOC JICJIO.

2. Make word combinations using the words from column A and B,

translate them:

A B
1. To apprehend 1. underworld
2. To establish 2. hypothesis
3. To make 3. search,

discovery and seizure

4. To build 4. plaster casts
5. To conduct 5. contact
6. To penetrate 6. acriminal

3. Find the synonyms

1) to arrest a criminal a) a photofit

2) identikit b) an investigation

3) to take pictures c) a dog-guide

4) detection d) to search crime scene
5) to examine a crime scene e) to photograph

6) a bobby handler f) an exhibits officer

7) a field criminalist g) to apprehend a criminal
8) to get h) to learn

9) testimony 1) a trial

10) court ) a witness

11) to come to know k) to obtain
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4. Add the definitions of the corresponding actions or notions:

“oouent = FACTORY

1. The process of observing a crime scene
and locating its objects 1s called .....
2. A group which goes out to the crime

scene 1s called ...

3. All articles found at the crime scene

which help to prove a case are called ...

4. The prints of the hands left by a criminal on objects which he touched during

the commission of the crime are called ...

5. A person who takes fingerprints and footprints and other traces of the crime

act 1s called ...

6. A person who conducts an external examination of the corpse 1s called ...

7. If a person breaks the law it means that he commiuts ...

S. Match the columns

1. the preliminary imnvestigation
2. plaster casts

3. general observation

4. the final stage

5. stolen property

6. external examination

7. other participants in the case
8. blood stains

9. crime scene protection

a. BHENTHIIT OCMOTP
b. 3ammTa MecTa mpoNCHIeCTBUS

C. IpeIBapUTEIHHOE pacCleIOBaHIe
d. rumcoBsIe cnenkn

€. 3aKIFOUYNTENBHEIIT 3Tl

f. oOmuit ocMoTp

g. ATHA KPOBH

h. npyrue ygacTHUKN

1. IOXHUIIIEHHOE IMyIOIECTBO

6. Complete the following sentences on the

| f basis of the text:

1. An investigator makes a plan of search in order

o ...
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2. A field criminalist finds, develops, takes fingerprints and footprints in order to
3. To identify and locate a criminal an operative is to ...

4. A divisional inspector ensures crime scene protection in order to ...

5. An operative uses the methods of identification in order to ...

6. In order to help a victim a medical expert must ...

7. In order to apprehend a criminal a bobby handler is to ...

8. To bring a criminal action an investigator is to ...

7. What stage an investigator performs the following action act at?
At the preliminary stage a) brings a criminal action.

b) takes pictures of the objects.
At the stage of general observation c) takes measures to detain any suspect.
d) gives first aid to a victim.
e) makes a record of the crime scene observation.

At the stage of detailed examination f) ensures taking fingerprints.
g) tries to reconstruct the happening.

h) analyses the situation.
At the final stage part of observation i) makes a plan of search

Jj) establishes eye-witness and witnesses

8. Define the specialists perform the following actions:
An inspector of the CID (an operative) a) brings a criminal action.
b) takes pictures of the objects.
c) gives first aid to a victim
An investigator d) develops and takes fingerprints
e) reconstructs the happening.
A medical expert f) makes a record of crime scene search.
g) packs the traces of the crime
h) for a crime laboratory.
An exhibits officer 1) directs crime scene investigation.
J) makes plaster casts.

k) interrogates a suspect
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9. Circle the correct words, then translate the text
Most of us are familiar (1) with/within Crime

Scene Investigators, or CSIs, because we see (\/ ,I 'J
them 1n various television series all the time. - ,' §

They are usually seen driving around a big city in w

big cars wearing designer clothes. This glamorous image 1s far from the reality
(2) of/off being a CSI though, which can be very unpleasant and even
dangerous.

Crime Scene Investigators work (3) at/with police officers to investigate
serious crimes. They are (4) among/about the first people to arrive at a crime
scene. They are responsible (5) from/for collecting and interpreting any
evidence they can find that may help catch the criminals involved.

It’s true to say that it takes a special kind of person to be a CSI. They have to
be patient and methodical, and also be able to pay very close attention (6)
to/toward detaill. CSIs must never hurry, even when they’re (7) in/under
pressure. This 1s because if they rush (8) between/through a job, they may miss
a tiny piece of evidence which could solve the case. And that really would be a

crime

10. Speak on the situation

Situation 1. You are a police instructor of the police academy. The topic of your

seminar is "Crime Scene Search”. Speak about crime scene search using Scheme
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Preliminary General Observation Detailed Search

to ensure crime scene to make a plan of search; to answer a lot of “wh”
questions,

protection; to reconstruct the happening; to get information

to establish; to pack traces for the forensic\laboratory;

to give first aid, to make plaster casts;

to call for an ambulance;

to identify a criminal
to take fingerprints, etc

Final Stage
to make a record of the crime scene search;
to bring a criminal action.

Situation 2. You are an investigator of the Criminal Investigation Department.
Speak about the work of an operative group at the crime scene using Scheme I1.

Scheme 11

to analyze the situation; to take the traces of a crime act;  to find witnesses,

eyewitnesses;

to make a plan of search; to take fingerprints, footprints; to identify a criminal:
to establish corpus delicti;  to pack the traces for a laboratory; a) photography

to make a record of the; to make plaster casts; b)identikit

to observe crime scene; ¢)line-up

to interrogate a suspect; d)portrait parle

An investigator A field criminalist An inspector of the CID

N

The work of an operative group at the crime scene

!

A medical expert
to give the first aid to a victim;
to examine a corpse;

A divisional inspector
to protect crime scene;
to find witnesses

to find eye-witnesses

A bobby handler
to locate a criminal;
to apprehend a criminal
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11. Try to learn this poem on the topic '""Crime Detection' by heart

Detective Rap
Whenever I'm at the scene of a crime, ) i o O A
Dinllmﬂlwuu Cra & Wguan 3
I know what to do if I rap this rhyme. v B VNI -

U:n:lmm Draw 2 beart 3rousd ruch ore

Look! Don't touch! For good detection,
Circle the scene in one direction

Take your powder, tape and brush,
Collect those fingerprints. Hey, don't rush!

Stop to think for a while, and then

Write in your notepad: Who? Where? When?
Your magnifying glass 1s the thing for you
To see small details (Label each clue!)

Look around you. Who can you see?

Question the witnesses thoroughly.
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