IIpynakosa EquzaBsera PomanoBHa,

KypcanT 4 kypca Kpbimckoro ¢guinana

Kpacnonapckoro yausepcurera MB/] Poccun

HayuHslii pykoBOAUTEIb:

HNBanos CesaTocaas Uropesuy,

HaydaJbHUK Kadeapbl ornepaTUBHO-PA3bICKHOMN A€ATEIbHOCTH
U crienyaabHoN TeXHUKH Kpbimckoro ¢punnana
Kpacnonapckoro ynusepcurera MBI Poccun,

KaHAUAAT IOPUIUYECKUX HAYK, JTOLEHT

HUcnoab3oBanue MHPOPMALMOHHO-TEJIEKOMMYHUKANUOHHOM ceT UHTepHeT
JJISL COBITA HAPKOTHYECKHUX CPEACTB M MCUXOTPONHBIX BelleCTB

3a nocinegHue ToAbl MpodiieMa HE3aKOHHOIO0 000poTa HApKOTHYECKUX
CPEICTB M TCHUXOTPOIMHBIX BEIIECTB NMpHOOpeTaeT Bce Oojee riodalibHbIE Mac-
mtadbl. B coorBeTcTBUM co ctatuctukoit MBI Poccuu B mepuo ¢ sstHBapsi 1o HIOHb
2023 roga mpaBOOXpaHUTENIbHBIMU OpraHamMu OBbUIO BBISBIIEHO U MPECEYEHO Ha
11,2% Gosblle IPECTYIIEHUH B CPABHEHUM C aHAIOIMYHBIM eprogom 2022 roaal,
4TO, HECOMHEHHO, TOBOPUT 00 aKTyaJIbHOCTU JAHHON MPOOJIEMBI.

3HaYUTENbHOE BJIMSHUE HA )KU3Hb COBPEMEHHOTO OOIIECTBA OKA3bIBAET pa3-
BUTHE UH(POPMALIMOHHO-TEIEKOMMYHUKALMOHHBIX ceTeil. OaHaKko TakuM 00pa3oM
YHOPOILAETCs TOCTYI K HAPKOTUUECKUM CpeACTBaM y OOJIbIIMHCTBA JIOACH, a TaKKe
3aTPyAHSIETCS BO3MOKHOCTD BBISIBJICHUS U PACKPBITUS JAHHOW KaTETOPHUH ITPECTYTI-
JICHH.

PacripocTpaneHrne HAPKOTHUYECKUX CPEJCTB U IICUXOTPOITHBIX BELIECTB C UC-
1oJib30BaHueEM ceTu MHTepHeT B OONBIIMHCTBE CIIy4aeB OCYIIECTBISAECTCS IPYNION
JIML, KQXJ0€ U3 KOTOPBIX UMEET ONPEAEIICHHBIE 3a/1a4l IIPU OCYIIECTBICHUN TIpe-
CTYIHOM JeATenbHOCTH. OTHAKO B CIIydae 3a1epKaHus OJJHOTO U3 HUX COTPYIHHUKHU
MIPaBOOXPAHUTENIBHBIX OPraHOB HEPEIKO CTAIKHUBAIOTCA C MPOOJIEMON HEBO3MOXK-
HOCTH YKa3aHMs 3aJepKAHHOIO JIMIA HA CBOMX COYYAaCTHHKOB B CHIIYy UX AHOHHUM-
HOCTH. VIMEHHO MO3TOMY JaHHBIM cnocod pacHpoCTpaHEHUs HAPKOTUYECKHX
CPEICTB CTPEMUTENILHO HAOUPAET MOMYISIPHOCTb.

Jliig npuoOpeTeHns 3anpeleHHbIX BEUIECTB HE BO3HUKAET HEOOXOIUMOCTHU
JIMYHOW BCTPEUYU C HAPKOTOPIOBIIEM, IIOCKOJIBKY JaHHAs IEATEIbHOCTh OCYIECTB-
JsieTcst OECKOHTAKTHBIM CIIOCOOOM, UTO 00ECIEYNBAET AHOHUMHOCTh BCEX YYaCTHUKOB.

Cxema npecTynHON JesTEIbHOCTH B OOJIBLIIMHCTBE CIIy4aeB BBITJISAUT CIEAY-
IOLIMM 00pa3oM: JIMIIA, yYaCTBYIOIINE B IPECTYTHON IPyIIe pa3MeLatoT 00bsIBIIe-
HUE O MIPOJIaKe HAPKOTUYECKHUX CPEJCTB B ceTU MIHTEpHET; 3aMHTEPECOBAHHOE JINLIO
BCTYIIAET B IIEPEMUCKY C MPOJABIIOM, TAK HA3bIBAEMBIM AUCIETYEPOM, B XOE KOTO-
poil 00CYKJaloTCsl AETAIM 3aKJIIOYEHUs CIEIKU, MOCJE Yero MOKymnaTejieM OcCy-

! Kparkast XxapakTepucTHKa COCTOSIHHS MpecTymHocTH B Poccuiickoit ®emepanun 3a sH-
Bapb — uioHb 2023 roga // MBJI Poccuu: odpuumansueiii caiit. URL: https:/xn--blaew.xn--
plai/reports/item/40116049/ (nata o6pamenus: 19.02.2024).
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MIECTBIISICTCS OIUIaTa HAPKOTUIECKUX CPENICTB UYepe3 PICKTPOHHBIC TIATEKHBIC CH-
creMbl'. IlapaiiensHO ¢ 5THM JIMILO, OCYINECTBISIONIEE HEMOCPENCTBEHHYIO 3a-
KJIAJIKy HAPKOTHYECKUX CPEJICTB B 3apaHee 0003HaYE€HHOE MECTO, (PUKCHUPYET PakT
UX TOMEIICHUs B TallHUK myTeM (oTorpagupoBanus U 0003Ha4aeT reorpaduue-
CKHE KOOpAMHATHI MX pacrnoyiokeHus. JlanHas nHopmaIius mepeaaeTcs: MmoKyrmna-
TEJIt0, TIOCJIC YEeTO €My OCTaeTCsl JIUIIbL 3a0paTh 3anpeileHHbIC BellecTBa B 0003Ha-
YEHHOM MECTE U MCII0JIb30BaTh B COOCTBEHHBIX IICNIX.

OnHako 0€CKOHTAKTHBIM crIOcO0 cObITa HAPKOTUUECKUX CPEACTB XapaKTepH-
3yeTcsl OOJIBIIMM KOJIMYECTBOM YYaCTHUKOB, BOBJICUCHHBIX B MPECTYIMHYIO JICITCIIb-
HOCTb, KOOI M3 KOTOPBIX OTJIIMYACTCSH CBOCH POJBIO M MMEET ONpEICIICHHBIC
dbyukiun. [loMmuMo BhIIEyKa3aHHBIX YYAaCTHUKOB, CIISYET BBIICIUTD CISTYIONMINX:

OpraHM3aTop — JIMIO, OOJIaarIIee yHpaBiICHYSCKUMU (DYHKIHUSIMHU, OCY-
MIECTBIISIET PYKOBOJCTBO MPECTYITHOW TPYIIIHI, 00ECIIEYNBACT TOCTOSTHHYIO padoTy
CETEBBIX PECYpPCOB COBITA U (DYHKIIMOHUPOBAHHUE TUIATEIKHBIX CUCTEM;

Xakep — oOecrneunBacT aHOHUMHOCTh YYAaCTHUKOB B XOJ€ OCYIIECTBIICHUS
MPECTYIHON NEATeIbHOCTH WU B MOMEHT TOCTYIUICHHS JOXOJOB Ha OaHKOBCKHE
cueTa;

BEpOOBIIHK — JIUIIO, OCYIIECTBIIIONIEEe (DYHKIMH 10 MIOMCKY U BOBJICUCHUIO
HOBBIX JIUI] B HE3aKOHHYIO JIESITCIIbHOCTD;

Kypbep — peanu3yerT 3aj1auu 1o pacoBKe U nepeade HapKOTHIECKUX CPECTB
3aKJIQMUUKY B HEOONBIINX KOJIUYECTBAX .

Takke CyIecTBYIOT JIMIIA, OCYIICCTRIISIIONINE PEKIIaMy TUTOIIAIOK ISl TTPH-
oOpeTeHHsI HAPKOTHYCCKHX CPEJICTB IyTEM HAHECCHHUS B OOIICCTBEHHBIX MECTax
HAJIIIACEH, COIepIKAIIMX Ha3BaHUS CAMTOB U TUIAT(GOPM ITOCPEACTBOM KOTOPHIX 3a-
WHTEPECOBABIIICECS JIUIIO MOKET BCTYITUTH B TIEPEIUCKY C IUCIIETYCPOM.

Hanwune nepapxuu B TaHHBIX IPECTYIMHBIX TPYIIIAX UCKITFOYACT TUIHOE 3HA-
KOMCTBO €€ WiIeHOB. Vcmoib30BaHNE CETEBBIX PECYPCOB TMO3BOJISIET YYACTHHKAM
BBITIOJTHATH CBOU (DYHKIIMH, HAXOIICh HAa OOJIBIIIOM PACCTOSHUU APYT OT APYyTa, 9TO
YCIIOXKHSET BO3MOXHOCTh YCTAaHOBJICHHSI BBICITUX 3BEHBEB IMPECTYMHBIX TPYIIT B
JTAHHOU cepe MPaBOOXPaHUTEITHHBIMH OPTaHAMH.

OO01IeHNE WICHOB PECTYITHON TPYIIITBI OCYIIECTBIISICTCS MOCPEICTBOM MEC-
cenmxepoB Telegram, Viber, WhatsApp, KOTopsie ¢ TPyJOM MOIAIOTCS TEXHUYE-
CKOl 00paboTKe onepaTUBHBIMU TTOApa3eieHUsIMH. Hepeako ucnonb3yoTcs Takue
MaJIOM3BECTHBIE MeECCeHKephl, Kak Session, Cabal, Element, Signal, Molly,
Twim.me, Matrix, Briar, OnionShare u apyrue’.

! Tymun E.A. TIpo6ieMbl paccieoBanus cObITA HAPKOTHIECKMX CPEJICTB C UCIIONIb30Ba-
HueM cetu uatepHeT / E. A. Jlymun // Aktyanbnbie uccnenoBanus. 2021. Ne 6(33). C. 9-11.

2 MoJI0KOB B.B., Tanymus I1.B. CrennanbHple TEXHUYECKUE 3HAHUS, HEOOXOIUMBIE JITIS
3((PEKTUBHOTO PACKPBITHS W paccleIOoBaHUs TPECTYIUICHHH B cdepe He3aKOHHOTO 00opoTa
HapKOTHKOB, COBEPILIAEMBIX C UCTIOJIb30BaHueM cetu MuTteprer // Bectank CuOUpCKOTO I0puan-
yeckoro naetutyta ®CKH Poccun. 2016. Ne 2 (23). C. 138-142.

3 Jlymn E.A. TIpoGeMbl pacciieioBanus cObITa HADKOTHYECKUX CPEJICTB C MCIOIb30Ba-
HueM cetu uatepHeT / E. A. Jlymun // Aktyanbnbie uccnenoBanus. 2021. Ne 6(33). C. 9-11.
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Jlna omatel UCMONb3yloTCs Kpuntokomenbku ¢ Ethereum, Bitcoin u apy-
TMMU KPUIITOBAIIOTAMH, YTO 3HAYUTEIBHO YBEINYMBACT YPOBEHb AHOHUMHOCTHU
(MHaHCOBBIX TPaH3aKIUH MPU MOKYIKE HAPKOTUYECKHUX CPEJICTB.

B COBOKYNHOCTH MCIIOJIB30BAHUE BCEX BBIIIEYKa3aHHBIX CPeACTB ceTh MH-
TEpHET 00€CTeUYnNBAET OTCYTCTBUE KaKOK-THM00 MH(POpMALIUU Yy PATOBBIX UCIIOTHU-
Tesel npectyrieHuit o0 opranuzaropax. K yronoBHOM 0TBETCTBEHHOCTH, KakK IMpa-
BUJIO, IPUBJIEKAIOTCS] YYACTHUKHU MPECTYIHOW TPYIIbI, 3aHUMAIOIIUE HU3IIEE T10-
JIO’)KEHUE B UEPAPXUH — KYPhEPHI U 3aKJIaJUUKU. B cuily He3HaHUsSI OHU HECTIOCOOHBI
o0ecreyuTh MPaBOOXpaHUTEIbHBIE OpraHbl He0OXxoauMol uHpopmalmeit 06 opra-
HU3aTOPAX, YTO, HECOMHEHHO, 3aTPYAHIET BO3MOXKHOCTD ITOJIYyYE€HHS ONEPATUBHO
3HAYMMOU UH(GOPMAITIH.

JInsl ycnemHoro packpbITUsl IPECTYIUICHUM TaHHOM KaTerOpUM BaXKHOE 3HA-
YeHHe UMeeT 0OHapy)KEHHUE dJEKTPOHHO-UU(PPOBBIX CIAEA0B, MPEACTABISAIOIIUX CO-
OOl JlaHHbBIE, OCTaBJIEHHBIE B MAMSITH AJEKTPOHHOI'O YCTPOMCTBA HCIIOJIb3YyEMOIO
IIPU OCYILLECTBIECHUU MPECTYIHON AesATENbHOCTU. Takue cieapl MOryT ObITh OOHA-
PYKEHBI KaK IPU OCMOTPE JIEKTPOHHOI'O YCTPOMCTBA, TAK U B XOJE €r0 IKCIEPT-
HOTO UCCIIETOBAHMUS.

B nHacTosiiee BpeMsi BO3MOKHOCTb IMOKYIIKA HAPKOTHYECKUX CPEACTB, IICH-
XOTPOIHBIX BEIIECTB U UX MTPEKYPCOPOB 3HAUUTEIILHO 00JIETYeHa B CBSI3U C MOSBIIE-
HUEM B NpocTopax cetu MHTepHeT BO3MOKHOCTH Bbixoza B Darknet. Bxox B Dark-
net OCyIECTBISIETCSA MOCPEACTBOM HMCIOJb30BaHUs Opay3epa Tor ¢ BKIIOUEHHBIM
VPN, obecrnieunBarommm 6€30NaCHYI0 1 aHOHUMHYIO TIepeiady JaHHbBIX M0 Ty OInd-
HbIM ceTsaM. [IpomomxurennbHOE BpeMs AEHUCTBOBAN KPYHHEWIIMH POCCUUCKHAN
JAPKHET-PBIHOK IO TOPrOBJI€ CHHTETUUECKUMU KaHHAOMOUIaMU U IU3aiiHEpCKUMU
HapKOTHKaMH. BriepBble AesTeNbHOCTh JAaHHOTO MapKeTIieiica Obula 3aMeueHa B
2015 rony, xorna Way Away u Legal RC o0benuuuiuch noj €JMHbIM Ha3BaHUEM
«I'mapa». Macitabpel JaHHOTO phIHKA PACIIMPUIMCH U OH BBILLIET HA MUPOBOU ypo-
BEHb, II0CJIE YETO MMHU 3aMHTEPECOBAIUCH HE TOJBKO POCCUHCKHE IPABOOXPAHM-
TeJnbHble Opranbl. CepBepa JAaHHOTO MAPKETIUIENCAa HAXOAWIMCh HA TEPPUTOPUU
I'epMaHUU U COBMECTHBIMU YCHIIMSIMUA POCCUMCKUUX U €BPOIICUCKUX IIPABOOXPAHU-
TEJIbHBIX OPraHoB ObUIM yAalieHbl (U3HUECKue cepBepa, mnocie yero B 2022 rogy
«uapa» mepecrana CylnecTBOBATh! .

OpnHako mpekpamieHue AesaTeNbHOCTH «[ uapbl» HE MOBIUSIO HA CHH)KEHUE
YPOBHsI 000pOTa HAPKOTUUECKUX CPEJICTB C UCIOIB30BAHUEM MH(POPMAIIMOHHO-TE-
JICKOMMYHHUKAIIMOHHBIX ceTel. Ha MecTo ogHOro MapkeTiuieica MpUIiesa Apyrou
0] Ha3BaHUeM «Megay, OCHOBaTeNIeM KOTOPOIl PEANOI0KUTENbHO SIBIIIETCs 0J10-
rep nojx rnceproHuMoM Mopuaptu. OcHoBatenn «Mega» yCTpaHHIM BCE HEO-
cTaTku «[ 'MIpb» U yCOBEPIIEHCTBOBAIN CUCTEMY 0€30I1aCHOCTH, 00ecreunB cyOb-
€KTaM CJIEJIOK 10 HE3aKOHHOMY 000pPOTY HAPKOTUYECKUX CPEACTB IMOTHYIO aHOHUM-
HOCTb, YTO 3HAUUTENIBHO 3aTPYAHIET BO3MOKHOCTh YCTaHOBIIEHUSI HHPOpMAIHH 00
OpraHu3aTopax MpPaBOOXPAaHUTEIbHBIMU opraHamu. HecMoTpst Ha oOecrieueHue

! Crapuyenko B.B. AxTyanbHele TpoOneMbl MPOTHBOICIHCTBHSA HE3aKOHHOMY O00OpOTY
HapKOTHYECKHUX CPEJICTB C MCIONb30BaHUEM ceTu MHTepHeT u myTH ux pemenus // Poccuiicko-
azuarckuil mpaBoBou xypHai. 2020. Ne 1. C. 32-35.
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MOJTHOM KOH(PHUIEHIINATBHOCTH CyOBEKTOB, cama I1aT(hopMa OCYIECTBISIIOT aKTHB-
HYIO peKIIaMy B OTKPBITBIX HCTOYHUKAX . B cBoel cymuoctu «Mega» npeacTaBiser
coboii uib matGopmy, 00eCTIeUUBAIOIIYIO MMOJHYI0 aHOHUMHOCTh CTOPOH, Ha KO-
TOpPOM MPOAABLbI pa3MEIIAI0T CBOM TOBApP, a MOKYNATENH €ro IPHUOOPETAIOT, BHICTY-
nast HOCPETHUKOM.

Takum 00pa3oM, OCHOBBIBAsICh HA PACCMOTPEHHBIX B CTaTh€ OCHOBHBIX CXe-
Max pacnpoCTpaHEHUs HAPKOTHUUYECKUX CPEJICTB OECKOHTAKTHBIM CIIOCOOOM COBbITa
C MCMOJb30BaHHEM HMH(POPMAIIMOHHO-TEIEKOMMYHHUKAIMOHHON ceTu «VHTepHeT»,
MOAYEPKHEM, UTO C PA3BUTUEM HOBBIX TEXHOJOTHI MPECTYIHUKU UCTOJIBb3YIOT BCE
0oJiee yCOBEPILIEHCTBOBAaHHbBIE CTIOCOOBI COBEPIICHUSI TPECTYIUICHUH, B CBSA3H C YEM
B OB/l Bo3HKKIIa HEOOXOUMOCTH TIOTYYECHHsI HEOOXOIMMOM amnmapaTypsl U pa3pa-
00TkH mporpaMM. Takke CTOMT CKa3aTh O HEXBATKE KBATU(HUIIMPOBAHHBIX CIIEIHA-
JIUCTOB B 00JaCTH KUOEPIPECTYTHOCTH.

! dmmu A.B., ukimees B.P. ITpo61eMsl MPOTHBOAEHCTBHS MPECTYIIEHHAM B cdepe He-

3aKOHHOTO 000pOTa HApKOTHKOB, COBEpLIAEMbIM MHOCpeICTBOM ceTu MHTepHeT // BecTHuk
[Men3I'yY. 2020. Ne 3 (31). C. 107-112.

587





