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COUNTERING EXTREMISM AND TERRORISM
IN THE MODERN WORLD: THEORETICAL, LEGAL
AND PRACTICAL ASPECTS

AHHOTauMs. B 1aHHOM cTaThe paccMaTpUBAETCS KOMIUIEKC aKTyaJbHBIX
BOIIPOCOB, CBSA3aHHBIX C (DEHOMEHOM 3KCTPEMHU3MA U TEPPOpU3Ma B YCIOBHSIX
rino0anbHON TpaHCchOopMaui MUPOBOTO MOpsIKa. TeopeTuko-npaBoBOM aHAIN3
CYIIHOCTH YKa3aHHBIX YI'pO3, HCCIEAYsl 3BOJIIOLMIO 3aKOHOJATENBHBIX IOJIXO-
JIOB K UX ONpPENENICHUI0 KaK Ha HAI[MOHAJILHOM, TaK UM Ha MEXKIyHapOIHOM
ypoBHsX. Ocoboe BHUMaHHE yJensieTcs TpaHc(hopMaluy MPOTUBOIPABHOMN Jes-
TEIBHOCTH B LIM(PPOBYIO CPELy U BOBJIECUECHUIO MOJIOJECKU B JECTPYKTUBHBIE CO-
oOlIecTBa 4Yepe3 MEXaHW3Mbl HH(POPMAMOHHO-TICUXOJIOTHYECKOTO BO3/CH-
cTBUs. B mpaktuueckoil yactu paboThl aHATM3UPYIOTCSI COBPEMEHHBIE CTpaTe-
MU U METOJIbI I€ATEIbHOCTH IIPABOOXPAHUTEIBHBIX OPraHOB, HAIIPABJICHHBIC HA
[IPECEUCHUE KAHAJIOB (PUHAHCHUPOBAHUS M HUICOJOTHYECKYIO HEUTpan3alUio
TEPPOPUCTUUECKUX OpraHU3alfil, HEOOXOIUMOCTh CMEIIEHHUS aKlEeHTa C pe-
IPECCUBHBIX MEP Ha PaHHIOK MPO(PUIAKTUKY U MEXIUCIHUILIMHAPHOE B3aUMO-
NefcTBUE CYOBEKTOB o0ecriedeHus: 0€30MacHOCTH.

KuiroueBbie cJjIoBa: 3KCTpEMHU3M, TEPpPOPU3M, TPAHCHALUOHAIBHBIMN,
TpaHchopmarus.

Abstract. This article examines a range of pressing issues related to the
phenomenon of extremism and terrorism in the context of the global transfor-
mation of the world order. It provides a theoretical and legal analysis of the es-
sence of these threats, exploring the evolution of legislative approaches to their
definition at both the national and international levels. Special attention is given
to the transformation of illegal activities into the digital environment and the in-
volvement of young people in destructive communities through the mechanisms
of information and psychological influence. The practical part of the work ana-
lyzes modern strategies and methods of law enforcement agencies aimed at sup-
pressing the channels of financing and ideological neutralization of terrorist or-
ganizations, the need to shift the focus from repressive measures to early pre-
vention and interdisciplinary interaction of security agencies.
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B ycnoBusix cTpemMuTeNbHON IoOanu3alud U HUPPOBHU3ALUU O0O0IIe-
CTBEHHBIX OTHOLIEHUH SKCTPEMHU3M M TEPPOPHU3M MPUOOPETAIOT HOBBIE, OoJiee
U30LIPEeHHbIE (POPMBI. AKTYyaJIbHOCTh 3TOM MpOoOJeMbl OOYCIOBJIEHA TEM, YTO
ATU SIBJICHUS MepecTanu ObITh MCKIIOYUTENBHO YTPO30M HAIMOHAIBHON 0e3-
OIMACHOCTHU OTACJIbHBIX CTPaH, MPEBPATUBIIKNCH B II100aIbHBIA BBI30B BCEMY MU-
poBoMy cooOmiecTtBy. COBpeMEHHBIN TEPPOPU3M OTIMYAETCS BBICOKOW ajaar-
TUBHOCTHIO, aKTUBHBIM HCIIOJIB30BAHUEM CETEBBIX TEXHOJIOTHHA MJIT BEPOOBKH
U TpOMaraHjabl, a TaKXKe CpallMBaHHEM C OPTaHM30BAHHOW MPECTYMHOCTHIO
Ha MEXIYHapOJAHOM ypoBHE. TeppOopHUCTHYECKHE M HKCTPEMHUCTCKHE TPYIIIH-
POBKH JCHCTBYIOT y>K€ HE B Y3KHX Kpyrax, a OXBaThIBaIOT BCce OOJBIINE TEPPHU-
TOpPUH W TIPHUBJICKAIOT Bce Oombine rofed [1]. OHM HapammBalOT CBOM CHIIBI,
pecypchl U BO3MOXKHOCTH, CTaHOBSICh 0OJiee OPraHW30BaHHBIMH M OIACHBIMH,
MHOTHE W3 3TUX T'PYIII CTPEMSTCS HE MPOCTO BBI3BATh OOIIECTBEHHYIO MMAHUKY,
a peajbHO BIUATH HA MOJUTHYECKUE MpoIecchl. OHU XOTAT CTaTh BIUSATEIbHBI-
MU MOJUTHYECKUMU CTPYKTYpaMH, TUKTOBATh CBOM YCIIOBUS M JaKe 3aXBaThI-
BaThb BJIACTh, UCIOJIb3Ysl HACUIIME KAaK MHCTPYMEHT JOCTHXKEHHUS CBOUX IIEJIEH.
TeppopuCTBl U IKCTPEMUCTHI JEMOHCTPUPYIOT MYTAIOIIYI0 )KECTOKOCTh, COBEP-
masi 3BepCKUE MPECTYIUICHUS, HApaBIICHHbIE HA 3allyTMBaHUE U JeMOpain3a-
muio oOmiectBa. X 1eWCTBUS YacTO JUIIEHBI TYMaHHOCTH M HAaNpaBJICHBI
Ha MPUYMHEHHE Bpenaa denoBeuecTBy. COBpEMEHHBIN TEPPOPU3M H IKCTPEMH3M
HE OTPAaHWYMBAIOTCS JIMIIL BOOPYKCHHBIMH HamageHWsIMU. OHU TPHUMEHSIOT
camble pa3HbIe METO/BI: OT MPOIaraHabl U BepOOBKH B MHTEPHETE 10 KHUOepaTak
U TIPUMEHEHHUS XMUMHYECKOTO WM OMOJOTHUYECKOTO OPYXKHS. DTH TPYMIIBI aK-
TUBHO OCBaMBAlOT M MOTYT HCHOJb30BaTh MOCIEIHUE IOCTHKCHHUS HAyKU
U TexHUKU. OHU UCTIONB3YIOT MIHTEpHET M colMabHbIe CETU JIJISl MPOTaraHibl
¥ KOOpJIMHAIIMU, APOHBI NI Pa3BElIKM M HAMaJCHUM, a TakKe Jpyrue COBpe-
MEHHBIE TEXHOJIOTHH, YTOOBI MOBBICUTH Y(PHEKTUBHOCTH CBOUX JICUCTBUM U UJ-
TH Ha IIar BIEPEaH MPaBOOXPAHUTEIBHBIX OPraHoB. TeppoOpUCTHI U HKCTPEMU-
CTBI CTPEMSITCS BBI3BaTh IMIMPOKUI OOIIECTBEHHBIM PE30HAHC, IPUBJICUb K ceOe
MaKCHUMaJIbHOE€ BHUMAHUE M TOCEATh CTpax. VX 1eJab — He TOJIBKO COBEPIIHUTH
aKT HACWJIMS, HO M OKa3aTh INCUXOJOTUYECKOE JIaBJICHHE Ha OOIIECTBO, MO0-
pBaTh JIOBEpUE K BJIACTH M cO3/aTh aTMocdepy HecTaOuibHOCTH. Bee aTu dak-
TOPBI B COBOKYITHOCTH OKa3bIBAIOT MPSMOE M Pa3pylIUTEIbHOE BIUSHUE Ha Oe3-
OMMACHOCTh 001IecTBa U rocyaapcTBa. OHU MOAPHIBAIOT OCHOBBI MUPHOM KU3HH,
CO3M1at0T yrpo3sy [2].

BrisiBnenne u mpecedeHne Teppopu3Ma BKIIOYAET MPUMEHEHHE CHUCTEM
UCKYCCTBEHHOTO HWHTEJUIEKTa W PACMO3HABAaHWs JMIl [JIs TPEBEHTUBHOTO
MPEIOTBPAICHUS TOTCHITUATBHBIX YTPO3 B MECTaX MAaCcCOBOTO CKOIUICHUS JIFO-
neit. bamanc mexmy OOIIECTBEHHON 0€30MacHOCTHIO M MPaBOM JUYHOCTHA Ha
YaCTHYIO KU3Hb OCTAETCS OJHOU M3 CAMBIX OCTPBIX TEM B IOPUIANYECKON TICHXO-
joruu. BepOoBKka MPECTYMHUKOB MPOUCXOJUT B 3aKPBHITHIX HUTPOBBIX COOOIIE-
CTBax M 4epe3 MCIOJIb30BaHUE METABCEICHHBIX, UTO 3aTPYIHSIET KIACCUUCCKUN
MOHUTOPHUHT ceTeBoro Tpaduka. BaXHbIM HampaBlieHHEM SBIISIETCS pa3padoTKa
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porpamMm peadbrIuTaluy U JepajuKain3anuu Jnl, 10OpOBOJIBHO OTKA3aBIINX-
Cs OT y4acTHsi B OKCTPEMHUCTCKOM JESATENbHOCTU, UYTO TPEOYeT MpPUBJICUCHUS
CHEIUATNCTOB B 00JACTH COLIMAIBHOW MEJAaroruku U Teosoruu. JdQpexkTuBHOE
MPOTUBOCTOSIHUE JAHHBIM TJI00ATbHBIM BBI30BaM HEBO3MOXKHO 0€3 KOHCOJua-
MU YCUJIMI MUPOBOTO COOOIIECTBA M CO3J]aHUs €IMHOTO MPABOBOIO MPOCTPaH-
CTBa, UCKITFOYAIOIICTO MOJIMTHKY «JIBOWHBIX CTAaHAAPTOB» B BOMpOcax KBamdu-
KAl TEPPOPUCTHUCCKUX TpecTyIuieHui. J[anHas paboTa moq4epKuBaeT mpuo-
pUTET TIPEBEHTUBHBIX MEp, HAMNPABJICHHBIX HA YCTPAHCHHWE COIUAIBHO-
SKOHOMHYECKUX W KYJIbTYPHBIX TPEANOCHUIOK BO3HUKHOBEHHS PaJHKaTN3Ma
B COBPEMEHHOM COIIUYME.

PaccmoTpum mpuMep W3 MPaKTUYECKOW NEATEIbHOCTH COTPYIHUKOB TIO-
JUIUYU, TA€ B paMKax OOy4deHUsi HEOOXOAUMO OOJIbIIOE BHUMAHUE YICISATh
npodeccuoHanbHOMY OOYYEeHHMIO, TaK KaK MHOTHE HE 3HAIOT KaK BBITJISAST
B3pbIBUAThIC BellecTBa. Hampumep, y4acTKOBBIN YIOJIHOMOYEHHBIA TMOJHUIINH
npu 00XoJle aJMUHUCTPATUBHOTO Yy4YacTKa MO OOpAIEHUIO TPa)IaH, MOMKET
He OOpaTUTh BHHUMaHHUE Ha COACPKUMOE MEIIKOB B IMOJBaJIbHOM IMOMEIICHUU
B KOTOPBIX MOTYT HaXOJUTCS B3pbIBYAThIC BellecTBa (I'€KCOT€H BU3yalbHO BbI-
TJSIMT Kak caxap). [IpuBeneM mpuMephl o 00OHAPYKEHHUIO B3PBIBYATHIX YCTPO-
CTB, TJI¢ COTPYAHUKHA CaMOCTOSITEIbBHO OCMAaTPHUBAIOT OPOIICHHBIC CYMKH HIIA
MIPEAMETHI, B KOTOPBIX MOTYT HaXOAUTCS B3PHIBYATHIC BEMIECCTBA M YCTPOMCTBA.
B coBpemMeHHOM MHpE MOJIOJCKD 3a MaTepUaIbHOE BO3HATPAKICHNE TIOIKHIbI-
BaeT WJIM OCTABIIICT B3PHIBHBIC YCTPONCTBA.

B 3aknroueHue JaHHOW CTaThM HEOOXOAMMO AKIEHTHUPOBAaTh BHUMaHUE
Ha TMPAKTUICCKON 3HAYMMOCTH BHEIPEHUS TPEIJI0KCHHBIX METOAUK B JCATEIb-
HOCTh MPOGUIBHBIX BEIOMCTB. DPGHEKTUBHOCTD 000N aHATUTHUYECKOW MOJIEIH
MIPOBEPSETCSI €€ CIIOCOOHOCTBHIO AN TUPOBATHCS K U3MEHSIONUMCS yCIOBUSIM
cpenbl. B cBsi3U ¢ 3TUM MEPCIIEKTUBHBIM BEKTOPOM SIBIISIETCS CO3JaHHUE €AMHOTO
WH(OPMAITMOHHOTO MPOCTPAHCTBA, OOBEAUHSIIONIETO 0a3bl JaHHBIX MPaBOOXpa-
HUTEJIBHBIX OPTaHOB, 00PA30BATEIBHBIX YUPESKICHUN U MUMPOBBIX MIaTdopm.
Takol KOMIUIEKCHBIM MOJXO0J IMO3BOJUT PEaanu30BaTh CUCTEMY «PaHHETO Mpe-
TYTIPEXKICHUS», OCHOBAHHYIO HA TIPEIUKTUBHON aHAIMTHUKE TOBeAeHUs. Pa3pa-
00TKa W BHEIPEHUE aBTOMATHU3MPOBAHHBIX aJITOPUTMOB MOHHUTOPHHTa WHMOP-
MaIlMOHHOTO TIOJISl JTOJDKHBI COMPOBOKIATHCS MOCTOSSHHBIM TIOBBIIIEHUEM KBa-
mudukanuy kaapos. CrenuanucTt OyayIero — 3To He TOJBKO FOPHUCT WM TICH-
XOJIOT, HO W AHAJIWTHK JaHHBIX, CTIOCOOHBIA pPACIIO3HATH CKPBHITHIC MATTCPHBI
KOMMYHUKAIIMH B YCIOBUAX MH(GOPMAIIMOHHOTO ITyMa. Takke Ba)KHO OTMETHUT,
YTO YCTONYMBOCTH OOIIECTBA K JECTPYKTUBHBIM BO3ACHCTBUSAM HANPSIMYIO 3a-
BHUCUT OT YPOBHS €ro MpaBOCO3HAHUS U MHGOPMAIMOHHON TpaMmoTHOCTH. [Ipo-
dbunakTryeckas pabota Ha YpOBHE IIEHHOCTHBIX YCTAaHOBOK JIMYHOCTH OCTAETCS
HanOoJee 3PpGeKTUBHBIM HHCTPYMEHTOM OOECTIEYeHHS TOJITOCPOYHON Oe3omac-
HoCTH. JlanpHeinme n3bICKaHusl B TaHHOW 00JacTh OyayT CriocOOCTBOBAThH CO-
BEPIIICHCTBOBAHUIO 3aKOHO/IATEILHOM 0a3bl M BHIPAOOTKE HOBBIX CTpaTeTruid 3a-
IIUTHI HAITMOHATBHBIX MHTEPECOB B YCIOBUIX II100ATBHBIX TPAaHC(HOPMAIIUA.
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PSYCHOLOGICAL VULNERABILITY OF YOUTH AS A RISK
FACTOR FOR RADICALIZATION IN THE DIGITAL ENVIRONMENT

AnHotauus. B ycrnoBusix uudpoBoil TpaHchopmalud COBPEMEHHOTO
oO0IIIeCTBa paJMKaIN3allvs MOJIOJICKH BCE Yallle MPpUoOpeTaeT OHJIaliH-XapaKTep.
[Mudpossie maaThOpMbl CTAHOBITCS MHCTPYMEHTOM PACIPOCTPAHEHUS IKCTpe-
MUCTCKHUX UJCOJIOTUM, CITIOCOOCTBYSI (DOPMHUPOBAHUIO YCTONYHMBBIX JAECTPYKTHB-
HBIX YCTaHOBOK. B cTaThe aHAIM3UPYIOTCS TICUXOJIOTHYECKHE OCOOCHHOCTH
IOHOIIIECKOTO BO3pacTa Kak (hakTop yS3BUMOCTHU K PaIUKAIbHBIM BO3/ICHCTBUSIM,
poJib UG POBON Cpeibl B YCUIICHUH ITUX d(DPEKTOB, a TAKIKE MCUXOJIOTHIESCKUE
MEXaHU3MBbI, JIEXKAIINEe B OCHOBE BOBJICUCHUS B paJHKaibHbIe coodmiecTBa. OT-
MEYaeTCsl 3HAUMMOCTh MPOPUIAKTUKH, OCHOBAHHOW HA Pa3BUTHU KPUTHUYECKOTO
MBIIIJICHUS, TIO3UTUBHOW MICHTUYHOCTH M OMOIIMOHAIBLHOW YCTOWYMBOCTH MO-
JOJIEXKHU.

KioueBble cj10Ba: MCUXOJIOTHYECKAs YSI3BUMOCTD, paguKanu3alus, MO-
J0JIeXKb, IppoBas cpeaa, MACHTHIHOCTh, KPUTHIECKOE MBIIUIEHNE, TTPOQUITaK-
THKA.

Abstract. In the context of the digital transformation of modern society,
the radicalization of young people is increasingly taking place online. Digital
platforms are becoming a tool for the spread of extremist ideologies, contrib-
uting to the formation of persistent destructive attitudes. This article analyzes the
psychological characteristics of adolescence as a factor of vulnerability to radi-
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